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Part I – Spring 2007
Utopians, revolutionaries, and devotees of the New Age have long promised mankind that, with the right institutions and the latest technology, we can build a heaven on earth.  Some of today’s scientists are attempting to make good on that false promise – without realizing that, as Malcolm Muggeridge warned in 1979, “the quest for total affluence leads to total deprivation; for total peace, to total war; … for total freedom, to total servitude.” [1]
Techno-Utopianism: From Engels, Trotsky, and Teilhard de Chardin to the National Science Foundation

Modern utopianism, based on a combination of social-revolutionary zeal and optimism about the results of using new technology, was epidemic by the last part of the 19th Century.

In 1877, Friedrich Engels (co-founder, with Karl Marx, of the Communist movement) said that “The possibility of securing for every member of society, by means of socialized production …  an existence guaranteeing to all the free development and exercise of their physical and mental faculties – this possibility is now for the first time here.” [2]  This utopia, which Engels described as “the ascent of man from the kingdom of necessity to the kingdom of freedom,” [3] would come after the proletarian revolution. Then, “Man, at last the master of his own form of social organization, becomes at the same time the lord over Nature, his own master – free.” [4]  

Leon Trotsky, one of the soon-to-be-purged founders of the Soviet state, said in 1923 that under socialism, man “will have rebuilt the earth, if not in his own image, at least according to his own taste. We have not the slightest fear that this taste will be bad.” [5]  The polluted lands of Eastern Europe, Russia, and China show what the actual results are of socialist man rebuilding the earth “according to his own taste.”  

Trotsky continued, “Through the machine, man in Socialist society will command nature in its entirety.  …  Ultimately, man will conquer and transform human nature as well. Man will make it his purpose … to raise himself to a new plane, to create a higher social-biologic type, or, if you please, a superman.  …  Man will become immeasurably stronger, wiser and subtler; his body will become more harmonized, his movements more rhythmic, his voice more musical. The forms of life will become dynamically dramatic. The average human type will rise to the heights of an Aristotle, a Goethe, or a Marx. And above this ridge, new peaks will rise.” [6]  The real-life supermen of the socialist societies in Europe and Asia proved to be excellent only in mass murder.

In 1946, the Jesuit paleontologist Fr. Teilhard de Chardin foresaw the technology of the 21st Century, including genetic engineering and nanotechnology.  He said that “the release of nuclear energy, overwhelming and intoxicating though it was,” was “simply the first act, even a mere prelude” in “a series of fantastic events” which would lead us to such feats as “vitalisation of matter by the creation of super-molecules.  The re-modelling of the human organism by means of hormones.  Control of heredity and sex by the manipulation of genes and chromosomes.  …  The arousing and harnessing of the unfathomable intellectual and effective powers still latent in the human mass.  . . .  Is not every kind of effect produced by a suitable arrangement of matter?  And have we not reason to hope that in the end we shall be able to arrange every kind of matter, following the results we have obtained in the nuclear field?” [7]  

For Teilhard, technical optimism went with social utopianism.  In 1947, he said, “Let us not forget that faith in peace is not possible, not justifiable, except in a world dominated by faith in the future, faith in Man and the progress of Man.” [8]  He explained his zeal in a letter to a friend that year: “The Christian faith can recover and survive only by incorporating faith in human progress.  …  Is it not this climate and this new atmosphere that are necessary if our incredible technological resources are to succeed in producing their natural result of human unification?” [9]  Teilhard – who was forbidden by Catholic authorities from publishing his works during his lifetime – believed that “faith in human progress” was an essential precondition for maximum technical progress.  

New Age teachers have echoed these radical hymns to Prometheus, giving them a mystical slant. Helena Blavatsky, the 19th Century founder of the Theosophical Society, said, “The majority of the future mankind will be composed of glorious Adepts.” [10]  In the mid-1990s, former UN official Robert Muller said, “from all perspectives – scientific, political, social, economic, and ideological – humanity finds itself in the pregnancy of an entirely new and promising age: the global, interdependent, universal age; a truly quantum jump; a cosmic event of the first importance that is perhaps unique in the universe: the birth of a global brain, heart, senses and soul to humanity.” [11]  Barbara Marx Hubbard likewise said, “We stand upon the threshold of the greatest age of human history.” [12]  Neale Donald Walsch’s “god” has proclaimed, “The twenty-first century will be the time of awakening, of meeting The Creator Within.  …  This will be the beginning of the golden age of the New Human.” [13]
Ray Kurzweil, a computer scientist who pioneered optical character recognition and speech recognition technology, believes that mankind is within a few decades of the “Singularity” – self-sustaining, exponential technical progress that will utterly transform humanity and nature, compressing 20,000 years of progress into the present century.[14]  As he said in his 2005 book The Singularity Is Near, “Our mortality will be in our hands.  We will be able to live as long as we want …  We will fully understand human thinking and will vastly extend and expand its reach.  …  There will be no distinction, post-Singularity, between human and machine or between physical and virtual reality.  …  Our technology will match and then vastly exceed the refinement and suppleness of what we regard as the best human traits.”[15]  He adds, “Ultimately, the entire universe will become saturated with our intelligence.  This is the destiny of the universe.”[16]  (Kurzweil does  sound one reasonable, cautionary note: “the Singularity will also amplify the ability to act on our destructive inclinations, so its full story has not yet been written.”) [17]
Government-funded scientists – under a Republican administration – share this  enthusiasm for a new high-tech Golden Age.  A 2002 report funded by the National Science Foundation says that with accelerating technical progress, mankind “could achieve a golden age that would be a turning point for human productivity and quality of life. Technological convergence could become the framework for human convergence …  The twenty-first century could end in world peace, universal prosperity, and evolution to a higher level of compassion and accomplishment. It is hard to find the right metaphor to see a century into the future, but it may be that humanity would become like a single, distributed and interconnected ‘brain’ based in new core pathways of society.”[18]
Such is the vision of today’s utopians: a high-tech Tower of Babel that will indeed reach to the heavens, and will unify mankind.

The Impossibility of Techno-Utopia: If Things Can Go Wrong, They Will

A sober view of human nature and human history testifies against all such hopes.

First: in spite of God’s grace, human beings sin habitually.  This takes many forms: assertion of independence from God, allegiance to unGodly (and therefore destructive) spiritual powers, domination and exploitation of other people (culminating in robbery, rape, torture, and murder), and the ravaging of the Earth that God had given into our care (Gen. 2:15).  Some of the evil is done by individuals, who act freely on their own.  Some is done by people in groups, at the behest of the world’s “principalities and powers” (Col. 2:15) – governments, corporations, mass movements, religious bodies, and other organizations – that command human allegiance and obedience.  Under the sway of these authorities, and driven by the worldly incentives given by these institutions, “good” people commit crimes that they would never consider on their own.  Sin darkens the intellect, and so people and institutions do things that are stupid, irrational, and short-sighted.  In a world in which humans and angels rebel against God, nature itself is thrown into disarray (Gen. 3:17-19).  Scarcity, strife, disease, and death replace harmony, abundance, health, and life.  In our fall, and because of it, creation groans (Romans 8:22).

Second: technology – when it works as intended – allows people to exert power over their environment: people, data, and nature.  Each person can do things that would otherwise be impossible for him.  Organized masses of people can likewise attempt to “be like God” (Gen. 3:5) and to build “a tower with its top in the heavens” (Gen. 11:4).

Several consequences follow:

        Sooner or later, any technology that has been invented and that promises practical benefits to any particular individual or institution will be tested, used, and controlled by those with the resources to do so.  Just because a new technology is repulsive or frightening to the population at large is no reason to assume that it will stay safely confined to a test lab or to theoretical journals.

        If power can be abused by public or private authorities, it will be.  Therefore, if technologies can be abused by these authorities, they will be.  

        Data collected for one ostensible purpose will be used for another, if this is convenient or profitable to anyone who reads or manages the data.

        Criminals will use any technology that they can exploit for their own ends.  Individuals, small groups, and gangs will abuse any technical power available to them, as do today’s identity thieves and writers of computer viruses.  With technical progress, most technologies become cheaper, more reliable, and more widely available – to criminals as well as to the authorities.  Black markets and bribes work, so “secret” and “forbidden” technologies will find their way into criminal hands.

        As rogue individuals, gangs, and guerrillas gain new power to do great harm, institutions inevitably will claim new powers for themselves – ostensibly, to control the rogues.  That has been the experience of the US and Great Britain since 9/11, and the same story is replaying itself everywhere.  With the growth of crime, terrorism, and anarchy, organized repression and the abuse of authority grow.  The powers-that-be are – as in the past – expert in crafting rationalizations why their own abuses are necessary and virtuous.

        Outside of Eden, Murphy’s Law rules: if anything can go wrong, it will.  Humans make mistakes; material things break or decay; acts have unforeseen consequences.  The larger-scale and more complicated the system, the more prone to failure it will be – and the greater the scope of the crisis when the “glitch” hits the fan.

Under these conditions, those who promise “better living through chemistry” ought to have learned long ago to curb their enthusiasm.  Instead, the sorcerers’ apprentices in the labs are churning out new technologies of domination, and telling us all that this time, they will be used for good.

Welcome to the new world that is being built for us to make us “secure”: universal surveillance (at home and at work, indoors and outdoors, on-line, on the road, and in the air); inventory chips placed in goods, in pets, in cattle, and in people to track their identity and their movements; the “voluntary” imposition of high-tech Soviet-style internal passports, as we are required to carry government-approved biometric ID at all times; all-encompassing databases to store and analyze everyone’s dossier; ray guns that can be used to zap individuals and crowds, producing enough pain and disorientation to compel obedience, without drawing blood; brain scanners to read human intentions and to send silent verbal commands; “bionic hornets” that could make St. John’s vision of vicious, tormenting locusts (Rev. 9:1-11) come to life.  Some of these technologies are already in widespread use; others are merely lab prototypes – so far.  Americans and Israelis, British and Germans alike are developing these horrors.  If such things are being done by Western countries with public knowledge, what is being done in secret?  And who can say what other evils are being prepared in the secret labs of Russia, China, and other scientifically capable Asian countries?

Here’s a tour of some of the new techniques that are now – or will soon be – in the hands of the authorities worldwide, private and governmental alike.  

Universal Surveillance by Government

In early 2006, the Defense Advanced Research Projects Agency (DARPA) unveiled the “Radar Scope,” which it claimed would give US soldiers “the capabilities of superheroes, being able to sense through 12 inches of concrete to determine if someone is inside a building.” [19]  Troops searching a building for insurgents will be able to tell within seconds if someone is hiding in the next room, anywhere within 50 feet beyond a foot-thick wall.  By placing the portable, hand-held unit against a wall, they will be “able to detect movements as small as breathing.” [20]   DARPA spokesman Edward Baranoski expected the Radar Scope to be released to US squad patrols in Iraq in the spring of 2006.  The waterproof device is about the size of a telephone hand-set, weighs a pound and a half, runs on AA batteries, and costs about $1,000.  

DARPA’s plans go further yet.  It is seeking proposals for “Visi Building” devices that could “see” through multiple walls, “penetrating entire buildings to show floor plans, locations of occupants and placement of materials such as weapons caches.” [21]   Baranoski said, “It will give (troops) a lot of opportunity to stake out buildings and really see inside.  …  It will go a long way in extending their surveillance capabilities.” [22]  The Visi Building is “expected to take several years to develop. Ultimately, service members will be able to use it simply by driving or flying by the structure under surveillance.” [23]  With this capability, who would need search warrants or 1984-style telescreens?

It is reasonable to expect that, with time, the Radar Scope will become less expensive, smaller, and lighter.  The value of the Radar Scope in urban warfare and guerrilla suppression is obvious – and the same logic will apply to use of these devices by police within the US.  Military technology will continue to find its way to local police departments.  The first domestic application of the Radar Scope will probably be against gangs and drug dealers; there’s no way to predict what the last application will be.  One blogger has called Radar Scope and Visi Building the “Anne Frank Detector.” [24]  In the end, no one will be able to hide undetected in an attic, a basement, or anywhere else.  

Drunk drivers would seem to be a deserving target of universal surveillance. [25]  About 17,000 Americans die annually in alcohol-related accidents, and half a million are injured.  Despite the ever-increasing penalties for drunk driving, about 1.4 million people a year are arrested for this crime – and one-third of these are repeat offenders.  Eager entrepreneurs and law enforcement officials are testing new technical fixes for this social problem.  A built-in dexterity test would require drivers to identify themselves with a scanned-in fingerprint, and then perform several tasks (such as turning wipers on and off, and fastening the seat belt) within a limited time.  Should the driver fail – as would be likely if he were drunk – the car would not start.  Some courts require convicted drunk drivers to wear ankle bracelets with transdermal alcohol sensors.  The device takes hourly measurements, and transmits the data to police.  Other courts require drunk drivers to wear Global Positioning System (GPS) units, which will notify police if the wearer enters a forbidden zone – such as a bar.  There is no guarantee that these tactics will be restricted to those who endanger others by driving drunk.  As these technologies are proven feasible, their extension to other targets of opportunity is almost inevitable.

It isn’t just drunk drivers who face universal surveillance; it’s also drivers of stolen cars – and speeders, and those with overdue parking tickets. [26]  Automated license-plate scanners carried by police patrol cars can read up to 240 auto license plates a minute and get instant reports on whether each car has been reported stolen – or whether the car has unpaid parking tickets.  The Los Angeles Police Department (LAPD) has put these devices into 19 cruisers so far, and ultimately plans to use it throughout the force. LAPD Commander Charlie Beck, a 28-year veteran, says, “It will have as dramatic an effect on police work as the radio did in the ’40s and ’50s.”  In the usual high-tech price-performance shift, costs have fallen from $200,000 per car for a slow scanner system two years ago, to less than $14,000 each now for fast, easy-to-use systems.

According to Wired, “Similar trial programs are under way elsewhere in California, as well as at city and state levels in Florida, Connecticut, New York, Ohio, Alabama, and Arizona. In Miami, as in LA, the systems are helping beat cops find hot cars. On Alabama’s highways, stationary cameras are being paired with radar systems that automatically write speeding tickets as violators zip by. And in Sacramento, readers have tripled parking violation revenue by letting officers quickly spot autos with outstanding unpaid tickets (which they then boot).  Europe provides a glimpse of what even bigger deployments can do. In France, 1,000 mobile and stationary plate-reading cameras have doubled speeding ticket revenue and halved speeding-related deaths in just two years. In the UK, 200 cameras policing London’s Downtown Congestion Charge Zone generated 13,000 arrests in one year. British law enforcement loves the technology so much that the government has plans for a $43 million campaign to install enough cameras to monitor every motorist on the country’s highways, major roads, and bigger intersections, digitally reading some 35 million plates per day. This could catch not just every stolen car but nearly every moving violation as it occurs.” [27]  The ACLU has no objection; Barry Steinhart, director of the ACLU’s technology and liberty program, said: “There’s absolutely no bar on collecting plates in public.  …  There haven’t been any legal challenges, because it’s not illegal.”

Universal surveillance has already come to Great Britain, with 4.2 million closed-circuit TV (CCTV) cameras watching the population. [28]  Theodore Dalrymple, a British writer and prison physician, says, “the surveillance of the British population is now among the most complete of any population that has ever existed. The average Briton, for example, is photographed 300 times per day as he goes about his normal, humdrum existence. Britain has an astonishing percentage of the world’s CCTV cameras in operation – something like a third of them.  We now live in a security state.” [29]  

To reduce traffic congestion, in February 2003 London began charging cars that entered the central district a “congestion tax.” [30]  The government “first mandated a license plate that a video camera could read, and then it installed video cameras on as many public fixtures as it would take to monitor – perpetually – what cars were there.” [31]  The city then began to levy a congestion tax – now  £8 per day (about $16) – on all cars except taxis and residents (who pay a special fee).  After 18 months, the city government found that the system was working “better than expected,” [32] and that various measures of traffic congestion were down 15 percent to 32 percent.  Because a little control always leads to the appetite for more, “London is now exploring new technologies to make it even easier to charge for access more accurately.  These include new tagging technologies, as well as GPS and GSM technologies that would monitor the car while it was in London.” [33]  

The Blair government is taking the next step by installing “talking” video cameras in 20 areas, at a cost of £500,000 (about $1 million).  These devices, already in use in Middlesborough, allow control center staff to publicly scold those seen to be littering or otherwise misbehaving.  City councilor Barry Coppinger praises the new system, saying that it “has prevented fights and criminal damage and cut litter levels. ‘Generally, I think it has raised awareness that the town centre is a safe place to visit and also that we are keeping an eye open to make sure it is safe,’ he said.” [34]  

Once the cities, roads, and countryside are wired and monitored for interactive control, a logical next step is to install monitoring devices on all automobiles so that the authorities know when, where, and how fast each car is traveling.  Enter the “Intelligent Speed Adaptation” (ISA) project, a six-year effort that began in January 2001 at the University of Leeds in the UK, and carried forward with funds from the government Department for Transit. [35]  In the summer of 2006, researchers field-tested a car with an ISA device, that “calculates a car’s position using GPS and matches it to a map coded with speed limit data.” [36]  The speed limits can be adjusted to account for weather conditions, traffic density, and road obstructions.  The device can exert different levels of control: allowing the driver to choose whether or not to activate the system; having it go on automatically, and alerting the driver when he exceeds speed limits; or using the system to prevent the car from exceeding speed limits – whatever the wishes or circumstances of the driver. [37]  Among the researchers’ goals is to “prepare a system architecture for a mass production configuration of ISA.” [38]  One of the benefits of the private automobile has been allowing ordinary people to travel when and where they wished, without answering to any authority or conforming to a pre-set schedule.  Evidently, this is coming to an end.

Such proposals are consistent with the authoritarian tenor of the Labor Government’s plans to deal with rising crime and deepening social decay in Britain.  The UK Independent offered this summary of a March 2007 policy proposal from Tony Blair: “to ‘establish universal checks throughout a child’s development’ to ‘identify those at most at risk of offending’.  The tests could take place at key moments in a child’s life, including the move from primary to secondary school, but it was unclear what form they would take.  Downing Street also suggested health visitors could intervene before the birth of children judged at risk of falling into a life of crime. They could regularly check on ‘disadvantaged mothers from pregnancy until the child is aged two’, it said.  The policy review document also raises the idea of a further expansion of the DNA database, which already holds more than four million samples, proportionately far more than in any Western country. The database could be widened to include ‘all suspected offenders who come into contact with the police’.  Downing Street wants the introduction of mobile fingerprint readers for police and ‘more sophisticated CCTV’, including technology that checks images against those of known terrorists and criminals.  …  His plans also suggested giving police more power to seize criminals’ property.”[39]  Two opponents accurately summarized the proposals: “Phil Booth, spokesman for the No2ID group, said: ‘These plans amounts to surveillance from the womb to the grave’  …  Sir Menzies Campbell, the Liberal Democrat leader, said: ‘This demonstrates the Prime Minister’s obsession with big centralised databases. These databases are expensive, threaten our privacy and remain vulnerable to organised crime’.”[40]
Universal Surveillance by Private Enterprise

Like governments, private firms have an inescapable interest in using new technologies to defend their own interests.  As the following examples indicate, many of the new devices lend themselves well to ubiquitous surveillance of customers, and to swift, “zero-tolerance” response to any perceived misbehavior.

Scofflaw customers – sometimes, with the connivance of dishonest theater staff – take video cameras into theaters to shoot bootleg images of movies.  The Motion Picture Association of America (MPAA) says that this costs Hollywood “billions” [41] each year.  In response, the MPAA is working with the technology industry to create new anti-piracy strategies. [42]  Theaters could hide a small optical scanner, combined with a narrow-beam spotlight, behind a speaker or an exit sign.  The scanner would look for the glimmer of a camcorder’s lens in the audience – and blast the offending camera with white light.  Movie producers could add distracting text (“Busted!”) or disorienting images (spinning concentric circles, and the like) to the film – nuisances that are not visible to watchers in the theater, but would be sufficient to ruin a recording.  A device hidden behind the movie screen could emit pulses of infrared light – which would not affect ordinary viewers, but which would wreck images on clandestine cameras.  Security men with night-vision goggles could scan audiences as they walk through the theater, looking for clandestine recording devices.  As Wired magazine reports, “In a few years, when you settle in with your popcorn to watch a flick, you’ll be watched right back.” [43]  

Film and TV companies monitor the Internet, too. [44]  HBO, among others, monitors Internet file-sharing sites for bootlegged material.  The company then turns the offenders in to their Internet service provider, requesting that the scofflaw user be cut off.

On the one hand, the motivation and the countermeasures listed above might appear to be reasonable. Businesses have the right to prevent customers from stealing their wares, and only the bootleggers are harassed.  On the other hand, such research may yield new ways that media firms can subliminally influence consumer behavior – and such knowledge will be of great interest to government propagandists, as well.  These practices are another instance of treating all customers as potential criminals who are deservedly subject to covert surveillance and sub rosa environmental manipulation.  

Auto rental companies have installed Global Positioning System (GPS) devices in their cars, to track their cars’ location, distance driven, and speed.[45]  In Connecticut and California, lawsuits within the last five years have successfully challenged abusive uses of data from the monitoring devices.  In California, the Acceleron firm advertised its rental cars with “unlimited mileage,” but did not tell consumers about the contract’s fine print: if they drove outside of a restricted geographical area at any time, they would have to pay $1 per mile for the entire rental period.  In Connecticut, American Car Rental charged a $150 speeding fine every time that the rental car’s speed was over 79 miles per hour for two minutes or more.  In both cases, the state courts overturned the company policies.  Since then, California, Connecticut, and New York have passed laws preventing car rental agencies from using data from GPS devices to penalize customers in this fashion.  This tale has several lessons.  First, private companies can be just as nosy, arbitrary, and intrusive as any rules-addled civil servant.  Second, public outrage at the state level can work, providing protection to customers from corporate administrative overreach.  

Cell phones, too, can become surveillance devices, at home or at work.  As a tech-oriented law journal reports, “Workforce monitoring programs observe employees using GPS devices in mobile phones and make this information available to employers via the Internet.”[46]  

The most advanced Japanese cell phones contain biometric ID software and a built-in camera, so that the phone cannot be used unless the phone user’s iris print matches the one on the company’s files. [47]  Japanese cell-phone customers “routinely use the same handset to control a TV, conduct banking, or buy a soda from a vending machine.  … one company dominates the market, so it designs both the network and the phones.” [48]  These conditions – monopoly control over the cell phone network and the handset design, all-encompassing use of the devices by Japanese consumers, and a traditionally close relationship between Japanese business and the government – provide the basis for universal surveillance in Japan, relying on cell phones.  

Every cell phone has a built-in serial number, the International Mobile Equipment Identifier (IMEI) – a 15-digit code that identifies the unit to the cell phone provider. [49]  If a customer reports that a phone has been stolen, the provider can prevent the lost phone from being recognized by the network.  An engineer with a high-tech background has warned his associates that the National Security Agency and its overseas kin can use the same tracking feature to identify the location of each cell phone user, and to monitor anyone’s calls.  As he said, “If your phone can be blocked via remote control, so any calls from that terminal can automatically trigger a recording mechanism at Big Brother’s centers.” [50]  Such capabilities exist as part of the National Security Agency’s ECHELON program, which for more than a decade has monitored radio and satellite communications, e-mail traffic, telephone calls, and faxes worldwide. [51]  According to one report from 2005, ECHELON monitors “over 650 million telephone conversations a day.” [52]
Other technical “advances” abound, as private enterprise seeks dollars from the emerging security-industrial complex.  Cisco, which made its fortune selling computer networking equipment, will begin offering digital video surveillance cameras in May 2007.[53]  These devices can be linked with a company’s computer networks, door readers, alarm systems, and other security devices to provide a digital security net for the firm’s data and buildings.  

The Net and other new communications technologies are not guarantors of privacy.  Instead, their users leave electronic trails behind, data that business and government can retrieve and search.[54]  Businesses can do this in order to provide targeted ads to consumers, or to monitor employee activity; government can do it to find terrorists, pornographers, or anyone else who might be on its target list.  Google and other Internet search engines keep a record of every search request and, where possible, link the search request to the specific computer from which the request originated.  Corporations archive staff e-mail, and can search it at will.  Voice mail can be archived and searched, too.  

The cheaper and easier it is to watch everything 24/7, the more people – in government and in the private sector alike – will want to do it.

Fear in the Air, Terror Everywhere

Security mania is not limited to American companies.  A British technology firm, BAE Systems, is developing new security systems to create what it calls “the non-hijackable aircraft.”[55]  This project is being funded by the European Commission and by several companies, including BAE.[56]  One component would be an “Onboard Threat Detection System (OTDS) in the aircraft cabin, which will process information from video and audio sensors to detect erratic passenger behaviour.  …  The OTDS will not only detect terrorist type behaviour, however, but also unruly passengers.”[57]  

All of this data will come from “tiny cameras and microphones implanted in airline seats. The Onboard Threat Detection System records every facial expression and every whisper of every passenger.”[58]  The fingernail-sized cameras, mounted on seat-backs, will “record every twitch, blink, facial expression or suspicious movement before sending the data to onboard software which will check it against individual passenger profiles.”[59]  According to the Daily Mail report, “Scientists from Britain and Germany … say that rapid eye movements, blinking excessively, licking lips or ways of stroking hair or ears are classic symptoms of somebody trying to conceal something. A separate microphone will hear and record even whispered remarks”[60] – with the justification that suicide bombers often whisper passages of the Koran before detonating their weapons.  

With a certainty that will warm the hearts of anyone who has ever dealt with buggy software or an officious airline security inspector (and this system would merge the two), the developers of the system assert that it “will be so sophisticated that it will be able to take account of nervous flyers or people with a natural twitch, helping to ensure there are no false alarms. ‘We’re trying to develop technologies that indicate the differences between normal passengers and those who may be a threat to others, or themselves,’ said Catherine Neary of BAE Systems.  Mrs. Neary, team leader of the Onboard Threat Detection System for the Paris-based Security Of Aircraft In The Future European Environment (SAFEE) project, added: ‘Blink rates come from lie-detection research and suggest the stress level is higher than normal.’”[61]  Two problems are evident: as the phrase “trying to develop” indicates, the creators of this new system are still guessing about what will work as a predictor of violent behavior – and some of their guesswork is based on results from “lie-detection research” – research with such poor results that lie-detector test results are not admissible as evidence in most US and European courtrooms. [62]  The saving grace in this case is economic reality; airlines say that the new system “would be too expensive to fit on existing commercial aircraft and that it would probably be ten years before such systems were fitted to new planes.”[63]
Paul Craig Roberts, former Assistant Secretary of the Treasury in the Reagan administration, comments: “Aside from the Big Brother aspect, the Onboard Threat Detection System is either redundant or the security authorities have no confidence in the expensive and intrusive airport security through which passengers are herded.  We have reached the point where we can no longer fly with more than three ounces of lotions, shampoo, toothpaste, and deodorants, because the government pretends that we might concoct a bomb out of the ingredients. Three ounces of shampoo is safe, but three and one-half ounces blows the airliner to smithereens.  We must shed coats, shoes, and belts to pass through airport security. We are wanded and patted down. Luggage is X-rayed and searched. IDs and boarding passes are endlessly checked as we proceed from check-in to gate. And we still need an Onboard Threat Detection System to monitor our expressions and words.  Other firms are developing chip implants that identify a person to scanning machines and allow our movements to be monitored by GPS systems. Still others are developing ID cards that have retina scans and our DNA. No doubt we will be required to have both.”[64]  

Radio Frequency ID (RFID) Chips: Tracking Everything That Moves

Radio Frequency ID (RFID) chips are wireless devices that broadcast data to specialized electronic readers.[65]  Such chips are commonly placed in merchandise, to help retailers and wholesalers manage inventory; they are also used in card keys for offices and hotel rooms.  IDTechEx, a market analysis firm, expects the market for RFID chips to grow from $2.7 billion in 2006 to $26 billion in 2016.  

Most RFID chips send a signal only when “awakened” by a reader; they then broadcast their signal for a short distance (a range of a few inches to a few feet).  RFID chips with internal power can send signals for hundreds of feet; they are used in electronic payment systems for bridge and road toll booths.  

For commercial users, RFID chips allow fast, low-cost, comprehensive inventory control.  For government users, the chips allow inexpensive monitoring of whatever bears the chip – whether it is a commuter’s car, a piece of classified equipment, or a person.  

Nevertheless, the quest for total security leads to total insecurity.

Most RFID chips send a clear, non-encrypted signal that can be intercepted by anyone with a reader.  Such RFID tags are insecure, but encrypted chips cost $5 each – far more than the 25-cent cost of a chip without encryption.  In 2006, Wired reported on the efforts of several teams of hackers to demonstrate the vulnerability of RFID chips – with and without built-in encryption.  The probes were successful.  Hackers used a clandestine reader to get data from the key card of the president of an Internet security company – and then let themselves into his office.  Others proved that they could alter data in library book tags, modify the prices for goods on store shelves, crack auto anti-theft systems, and get free gas at the pump.  German security expert Lukas Greenwald used his off-the-shelf equipment to let himself into his hotel room with an RFID-tagged box of cream cheese: “I was at a hotel that used smartcards, so I copied one and put the data into my computer.  …  Then I used RFDump to upload the room key card data to the price chip on a box of cream cheese from the Future Store. And I opened my hotel room with the cream cheese!”[66]  

Since most RFID chips are not locked down, new data can be “written” on them by anyone with the requisite equipment.  Thus, for example, the government or private individuals could place code on a library book’s chip, to store data on who checks out each book.  Stalkers could place small programs on their victims’ toll booth passes, to gather information about which toll booths they cross, and when.

RFID Chip Implants: From Inventorying Cattle to Monitoring People

As Business Week reported in late 2006, “It may be a while before we all begin wearing medical information chips in our arms, but the farm animals are telling us it’s closer than we may have imagined.”[67]
The implantable chip has been widely used to tag pets.  Now, under the Federally supported National Animal Identification System (NAIS), digital RFID tags are to be attached to the 40 million farm animals in the US, to allow rapid response to disease outbreaks and bio-terrorism.[68]  As of March 2007, the program became mandatory in Michigan, and the US Department of Agriculture hopes that other states will do the same.  About 350,000 farms – with millions of animals – have signed up to tag their livestock.  The program is most popular with “midsize and large operations” – the factory farms and overseas exporters.

Three firms that make chips for animals hope to do the same for people.[69]  The parent company is Applied Digital Solutions, Inc. (listed as ADSX on the NASDAQ stock exchange), and the subsidiaries are Digital Angel (listed as DOC on the American stock exchange, and 55% owned by ADSX) and VeriChip (fully owned by ADSX).  Digital Angel had annual sales of $57 million in 2006, but lost $6.8 million that year.  Nevertheless, animal chip sales have risen from 200,000 in 2003 to 3 million in 2005.  ADSX sales were about $123 million in 2006 – an increase of 8 percent over 2005 – but the implant maker nevertheless lost $27 million.

VeriChip hopes to sell an implantable RFID tag for people, an FDA-approved device that is the size of a grain of rice and can be implanted in the muscle of the right arm.[70]  Each chip emits a radio signal, a unique ID number that can be linked to a medical records database. [71]  VeriChip plans to market its tags as medical records devices.  The company has gotten 400 hospitals to install tag scanners, and 1,200 physicians have agreed to offer the implants to their patients.   As of early 2007, 220 patients in the US and 2,000 worldwide have had the arm implant. [72]  VeriChip envisions a market of 45 million patients: those with diabetes, heart disease, and other conditions that might put them at risk of needing emergency care while unconscious or semi-conscious.  

As the engineering trade journal IEEE Spectrum reports, the applications – and implications – of the chip implant could be far broader.  The chip “can hold or link to information about the identity, physiological characteristics, health, nationality, and security clearances of the person it’s embedded in. The proximity of your hand could start your car or unlock your front door or let an emergency room physician know you are a diabetic even if you are unconscious. Once implanted, the chip and the information it contains are always with you—you’d never lose your keys again.  But there is a darker side, namely the erosion of our privacy and our right to bodily integrity. After all, do you really want to be required to have a foreign object implanted in your arm just to get or keep a job? And once you have it, do you really want your employer to know whenever you leave the office? And do you want every RFID reader-equipped supermarket checkout counter to note your presence and your purchases? ”[73]
The IEEE journal adds, VeriChip “is also promoting its device as a security measure. It has six clients around the world, five of which use the implant as a secondary source of authentication, says Keith Bolton, vice president of government and inter​national affairs for VeriChip. The highest-profile example of this application came in 2004 when the attorney general of Mexico and 18 of his staff had chips implanted to allow them to gain access to certain high-security areas.  The tag is also finding use as a kind of implanted credit card. In trendy nightclubs in the Netherlands, Scotland, Spain, and the United States, patrons can get ‘chipped’ – at a cost of about US $165 in one establishment. In future visits, ‘by the time you walk through the door to the bar,’ one proprietor told Britain’s Daily Telegraph, ‘your favorite drink is waiting for you, and the bar staff can greet you by name.’  And the list of proposed applications could grow quickly. VeriChip is advancing a scheme to ‘chip’ soldiers, as a replacement for a soldier’s traditional dog tag, and a VeriChip officer has proposed chipping guest workers entering the United States.  …  Consider, for example, a proposal by Scott Silverman, CEO of VeriChip. In an interview on 16 May 2006 on Fox News Channel (a U.S. television network), he proposed implanting chips in immigrants and guest workers to assist the government in later identifying them. Shortly afterward, the Associated Press quoted President Álvaro Uribe of Colombia as telling a U.S. senator that he would agree to require Colombian citizens to be implanted with RFID chips before they could gain entry into the United States for seasonal work.” [74]
Yet again, the quest for total security can lead to total insecurity.  VeriChip says that “this ‘always there’ identification can’t be lost, stolen, or duplicated.”[75]  Nevertheless, in 2006, a reporter for Wired got herself chipped – and found that hacker Jonathan Westhues could copy and duplicate the information from her chip in less than ten minutes.  As she said, the hacker could now “access anything the chip was linked to, such as my office door or my medical records.”[76]  John Halamka, chief information officer at Beth Israel Deaconess Medical Center in Boston, confirms that a “simple-to-build device” can easily “scan the chip and replay the radio signal to fool a VeriChip reader.”[77]
According to a May 2006 report in Wired, “John Proctor, VeriChip’s director of communications, dismisses this problem. ‘VeriChip is an excellent security system, but it shouldn’t be used as a stand-alone,’ he says. His recommendation: Have someone also check paper IDs.  But isn’t the point of an implantable chip that authentication is automatic? ‘People should know what level of security they’re getting when they inject something into their arm,’ he says with a half smile.  They should – but they don’t. A few weeks after Westhues clones my chip, Cincinnati-based surveillance company CityWatcher announces a plan to implant employees with VeriChips. Sean Darks, the company’s CEO, touts the chips as ‘just like a key card.’ Indeed.” [78]
Less than a year later, in March 2007, the IEEE reported an ironic sequel to CityWatcher and its plan for mandatory chip implants: “CityWatcher.com, in Cincinnati, recently closed its doors. Its CEO, Sean Darks, himself an implantee, did not return repeated phone calls inquiring whether employees kept their implants after the company folded. VeriChip itself makes no recommendation about whether former employees should be ‘dechipped,’ says the company’s Bolton.”[79]
VeriChip’s 2005 sales were $24 million, for such products as RFID-tagged bracelets and anklets for newborn  babies (to prevent kidnapping), and tracking devices that could be used to find strayed, senile nursing home patients.  For ADSX and its affiliates, there is the promise of great profit if tags for people become as widespread as tags for livestock.  Animal tags sell for $1.50 each now, and – due to competition – the price may soon fall to $1 each within a few years.  Chips for people sell for $25 each – a high-margin product, indeed. 

The stock market has not given these companies its mark of approval.[80]  Digital Angel began actively trading on July 30 1999, with a peak closing share price of $18.12; since then, the price has declined relentlessly to $1.98 per share, as of mid-April 2007.  ADSX, the parent company, had a peak stock price of $6.75 per share on December 31, 2004; as of mid-April 2007, it sold for $1.52.  Both firms have been losing money, and the markets have responded with a Bronx cheer.  

These results are, no doubt, a great disappointment for Applied Digital and their affiliates.[81]  When ADSX obtained the patent for the implantable chip in December 1999, the firm said, “We believe the potential global market for this device – in all of its applications – could exceed $100 billion.”[82]  And in February 2000, Applied Digital had received a “Technology Pioneers” award from the elite World Economic Forum, in honor of “its work in leveraging and advancing technology, thereby ‘positively contributing to economic development and social progress.’”[83]  Sic transit gloria mundi.

Universal Identification:“Your Papers, Please!”
The US and the UK have moved toward a mandatory-ID regime.  “Your papers, please” is not just a World War II movie cliché; it’s the law.

In November 2006, the Department of Homeland Security (DHS) announced a new program to screen all those who enter or leave the US – including by auto, by ship, or on foot – for their terrorism risk.  This profile would be kept – and updated – for up to 40 years.  The data will be stored and analyzed by the Automated Targeting System (ATS), a program that DHS has been using to screen air travelers since 2001.  The Washington Post reported, “The risk assessment is created by analysts at the National Targeting Center, a high-tech facility opened in November 2001 and now run by Customs and Border Protection.  In a round-the-clock operation, targeters match names against terrorist watch lists and a host of other data to determine whether a person’s background or behavior indicates a terrorist threat, a risk to border security or the potential for illegal activity. They also assess cargo.  Each traveler assessed by the center is assigned a numeric score: The higher the score, the higher the risk. A certain number of points send the traveler back for a full interview.  The Automated Targeting System relies on government databases that include law enforcement data, shipping manifests, travel itineraries and airline passenger data, such as names, addresses, credit card details and phone numbers.  The parent program, Treasury Enforcement Communications System, houses ‘every possible type of information from a variety of federal, state and local sources,’ according to a 2001 Federal Register notice.”[84]  In September 2006, the Deputy Director of the FBI boasted of the Bureau’s “Terrorism Screening Center,” which “provides federal, state, and local officials with real-time connectivity to a database of nearly 400,000 known or suspected terrorists.”[85]  The criteria for giving a person a high-risk score on the ATS are confidential, and the program does not contain a way for people to review their record or to challenge inaccuracies.  The same is true for the FBI’s list of “known or suspected terrorists.”

As of January 1, 2007, all new US passports are issued with a built-in RFID chip in the back.  Officials can use the chip to collect personal data on the passport bearer – but so can identity thieves and other hackers.  Wired magazine proposes disabling the chip with a hammer – but warns that “tampering with a passport is punishable by 25 years in prison.”[86]  Under the Western Hemisphere Travel Initiative, all American travelers re-entering the US from Canada, Mexico, and other Western Hemisphere countries will need a passport, starting in January 2008. [87]
States are getting in on the enhanced ID-card business, as well – in accord with Federal mandates from the “Real ID Act” of 2005.  Washington State is the first in the nation to introduce a new driver’s license with a built-in RFID chip, as well as citizenship information (so that the license can serve as the equivalent of a passport at the Canadian border).[88]  Homeland Security czar Michael Chertoff supports the new license, and said that the program could be put into place elsewhere if the Washington state experiment is successful: “Security and efficiency at our borders can be harmonized, and I appreciate Washington’s leadership in realizing this goal.  …  The foundation of terrorist and criminal activity is the ability to move undetected.  …  We’re striking at that foundation with secure documentation requirements at our borders that enable our frontline personnel to focus more effectively on the people and things that intend to do us harm.”[89]  An assistant to the Governor said that residents will have to “go through an extended process to get a license,” including “a personal interview and proof of American citizenship.”[90]  

Such is life in the New America: the prospect of having to go through an “extended process” to beg government officials for the “privilege” of travel within one’s own state, a right once taken for granted by anyone who was not a prisoner.

The British are likewise facing new government-issue manacles. The Blair government has announced plans to issue biometric national ID cards, linked to comprehensive data files on each card holder, starting in 2009.  For now, people may opt out of being put into the database – but there’s a catch.  Those who refuse the enhanced ID card will not be allowed to have a passport.  Without a passport, they cannot leave the country.  Those who want passports must register for the national ID card too, pay a fee of £93 (almost $200), and must “give fingerprints, biometric details such as a facial scan and a wealth of personal details – including second homes, driving licence and insurance numbers. All will be stored on a giant ID cards Register, which can be accessed by accredited Whitehall departments, banks and businesses.”[91]   

Biometric ID

Many security vendors propose biometric ID as a way to make sure that the bearer of the ID card or user login name really is the person that he claims to be.  With biometric ID, a person must show some unique body characteristic (fingerprint, hand print, voice profile, iris scan, face scan, etc.) that matches the ID data in his file.  If there’s a match, the subject is allowed to enter the facility or log in to the computer system; if his biometric characteristics do not match, he’s kept outside.  

This new form of identification is not foolproof.  Indeed, biometric ID may lead to a gruesome new type of crime, as thieves carve out the body parts that they need in order to “pass” as their victim.  A Stanford Law School professor who specializes in Internet-related issues said in 2006, “At a conference I heard a vendor describing a new technology for identifying someone based on his handprint; a participant in the conference asked whether the hand had to be alive for the authentication to work.  The vendor went very pale.  After a moment, he replied, ‘I guess not.’” [92]  The BBC reported that in Malaysia in 2005, a machete-wielding gang stole a car protected by a fingerprint-reading lock – by chopping off the owner’s finger. [93]
The Database Society

In January 2004, DARPA dropped its plans to build the LifeLog database, which could have tracked data for all of a person’s activities, from birth to death.  As Wired magazine reported in February 2004, LifeLog “aimed to gather in a single place just about everything an individual says, sees or does: the phone calls made, the TV shows watched, the magazines read, the plane tickets bought, the e-mail sent and received. Out of this seemingly endless ocean of information, computer scientists would plot distinctive routes in the data, mapping relationships, memories, events and experiences.  LifeLog’s backers said the all-encompassing diary could have turned into a near-perfect digital memory, giving its users computerized assistants with an almost flawless recall of what they had done in the past. But civil libertarians immediately pounced on the project when it debuted last spring, arguing that LifeLog could become the ultimate tool for profiling potential enemies of the state.” [94]  

It’s too early to celebrate this cancellation as a victory for liberty and privacy over Big Brother.  

First, as Infoworld – an industry trade journal – notes, some of the components that would be needed to build such an encyclopedic database already exist: “companies such as Teradata offer solutions that can migrate petabytes [one petabyte is a million gigabytes] of data from disparate databases to a massive, integrated data repository, where customers can employ sophisticated data mining.  Meanwhile, CallMiner and other speech analytics software enable companies to mine customer phone calls for business intelligence.” [95]  Just change a few words, and the application to a government-run database is obvious.

Second, artificial-intelligence researchers regretted the cancellation of the LifeLog research, but believed that the program might continue behind the scenes in the Pentagon’s classified budget, or with private funding.  As Wired reported, “‘Obviously we’re quite disappointed,’ said Howard Shrobe, who led a team from the Massachusetts Institute of Technology Artificial Intelligence Laboratory which spent weeks preparing a bid for a LifeLog contract. ‘We were very interested in the research focus of the program ... how to help a person capture and organize his or her experience. This is a theme with great importance to both AI and cognitive science.’ …  Private-sector research in this area is proceeding. At Microsoft, for example, minicomputer pioneer Gordon Bell’s program, MyLifeBits, continues to develop ways to sort and store memories. David Karger, Shrobe’s colleague at MIT, thinks such efforts will still go on at DARPA, too. ‘I am sure that such research will continue to be funded under some other title,’ wrote Karger in an e-mail. ‘I can’t imagine DARPA ‘dropping out’ of such a key research area.’” [96]  According to Wired, “related DARPA efforts concerning software secretaries and mechanical brains are still moving ahead as planned.” [97]  Consider the list of participants in LifeLog and similar projects: the Pentagon, MIT, Microsoft.  People from the private sector, higher education, and the defense establishment see nothing wrong with intrusive programs of this kind.  That’s a reality check on the mindset of today’s decision-makers.

With computer users’ growing dependence on the Internet, and the trend toward on-line applications, private firms are collecting part of the data that would be needed to build the LifeLog or its equivalent.  As Wired magazine reports, the “desktop is fading. Apps [ software applications ] once came in shrink-wrapped boxes and ran on a local operating system; today they live increasingly on the Internet, where they run in a Web browser for a monthly fee – or for no charge at all. Online video archives, encyclopedias, photo managers, calendars, accounting programs, even online word processors and spreadsheets are becoming ubiquitous.  …  By offering online alternatives to desktop apps, businesses can amass a trove of data about customers and their activities – information that can be used to deliver ever more tailored services. Consider wesabe.com, a personal finance service. The site pulls financial data from a user’s bank, credit card, and other accounts. Then the server categorizes purchases, savings, and so on and compares them with the user’s stated goals. It also compares each user’s behavior with that of others on the site, computing average spending and saving habits. And it organizes communities of people who share particular aspirations or patronize a specific vendor.  Sites like wesabe.com offer a glimpse of the future. What if online services could see the trail of bread crumbs people leave behind them on the Net? Privacy concerns aren’t likely to trump the ample benefits. With a rich archive of personal data, online services could respond to individual preferences and habits.” [98]  What a private company can do for a customer, a government, a criminal gang, or a cyber-savvy stalker can do against him.

Stolen Identity

In any case, with the computerization of almost all business and government data, electronic data records exist for every American, even without the LifeLog program.  The information needed to establish each person’s identity – name, Social Security number, place of birth, bank and credit accounts, and so on – is on-line.  As data collection, analysis, storage, and retrieval become faster and less expensive, databases can become more comprehensive, including an ever-wider scope of information about ever-larger numbers of people.  Databases are valuable, and their value grows with time.  

The devices upon which the data are stored become smaller, more portable, and more durable with time; consider the shift over the past 20 years from large computer tapes to high-density DVDs and portable, multi-gigabyte disk drives.  At the same time, data storage media become easier to steal or to lose.  As an example, in April 2007, a  contractor for Georgia’s health insurance programs lost a CD in the mail – a disk containing the names, birth dates, and social security numbers of  2.9 million clients. [99]  

Thieves go where the money is – hence, the relentless growth in electronic identity theft.  According to a report in Wired magazine, 100 million personal data records were “compromised” in 2005 and 2006, with associated losses of $16 billion for “extra paperwork, lose productivity, and lost customers.” [100]  These are just the losses that have been publicized; only 31 states have laws requiring companies to notify customers when their data is stolen. [101]  The most common cause of these incidents – 35 percent of the total – is loss of a company laptop PC by an employee or other legitimate user.  The Counterintelligence Directorate of the Federal Department of Energy recently managed to lose 20 desktop PCs containing classified information on nuclear technology. [102]  A Veteran’s Affairs data manager had been violating agency policy by taking a laptop PC home to work for two years – until it was stolen in the fall of 2006, along with its ID information on 26.5 million veterans and their spouses. [103]  A hospital systems analyst in Portland, Oregon took 10 backup tapes with 18 years of un-encrypted patient data (365,000 people in all) home in his minivan in late December 2005. [104]  The tapes were in a computer bag; a thief smashed a window and stole the bag from the car.  The employee was fired for violating company security policy, and the hospital has spent $7 million in response to the data leak.  It’s inescapable: electronic data will go astray, deliberately or by mishap.

As we move toward the “Universal Database” for all people, identity theft will inevitably increase.  The value of the data that can be electronically stolen will continue to increase, and the competence, diligence, and integrity of those who manage the data will be no better than the average to be expected of clerks and bureaucrats.  

Sometimes, the identity thieves are the clerks themselves.  In April 2007, a Social Security Administration (SSA) worker surrendered to Federal authorities to face charges that she searched SSA databases for $20 per record, and gave the personal data to her co-conspirators.  They used the stolen ID data to run up $2.5 million in fraudulent credit card charges. [105]  

In other cases, the thieves are companies who have the authority to use a database for one purpose, and find the temptation irresistible to use to the same data for their own unauthorized marketing drives, or to sell data access to third parties.  This has happened with the Federal Department of Education’s National Student Loan Data System, a file with ID and financial information on 60 million student borrowers.  As the Washington Post reported in April 2007, “Theresa Shaw, chief operating officer of the department’s Office of Federal Student Aid, which manages the database, said lenders have been mining it for student data with increasing frequency, according to three participants at the meeting.  ‘She said the data mining had gotten out of control, and they were trying to tone it down,’ said Eileen O’Leary, director of student aid and finance at Stonehill College of Easton, Mass., who was at the Feb. 26 session. ‘They’d seen the mining for a few years, but now they felt it had grown exponentially.’ …  the agency was ‘specifically troubled’ that lenders were giving unauthorized users – such as marketing firms, collection agencies, and loan brokerage firms – the ability to access the database.  …  Some financial aid directors say abuse of the database would explain why some students who have taken out loans only directly with the government are deluged by up to a half-dozen solicitations a day from private loan companies.” [106]
Additionally, the “Universal Database” will inevitably contain errors, just as today’s credit reports usually do.  Mistakes in a credit bureau file can cost people money and jobs; mistakes in a government’s “Universal Database” can cost people their liberty or their life.  

“Non-Lethal” Weapons and Torture-Lite 

The American prison camp at Guantanamo Bay was the incubator for the “enhanced interrogation” techniques that have since been used at Abu Ghraib and elsewhere around the world.  One of their milder tactics was “futility music” – which Wired magazine describes as “US military jargon for sanctioned aural torture, such as round-the-clock repetition of raucous songs by Eminem, Metallica, and Britney Spears.  It’s designed to convince prisoners that resistance is futile.” [107]
Worse developments are at hand.  

In 2003, the Navy gave Inovcon, a Texas defense company, a contract to develop a directed-energy weapon that can be fired at people – including through walls – to produce temporary confusion, severe dizziness, and vomiting.  Here’s how the government contract abstract describes the EPIC (Electromagnetic Personnel Interdiction Control) weapon: “The Marine Corps has a requirement for a non-destructive stun weapon that would render a hostile war fighter ineffective for a period of time. There is significant political and military interest in such a capability. In addition, the ability to remotely incapacitate a human being without permanent damage would be a landmark event in the field of civil law enforcement. The desirability of waging bloodless war to counter threats to national security is virtually limitless since both military and civil authority could determine a priori when and if loss of human life is necessary. IVC proposes to investigate the use of beamed RF [ radio frequency ] energy to excite and interrupt the normal process of human hearing and equilibrium. The focus will be in two areas. (1) Interruption of the mechanical transduction process by which sound and position (relative to gravity) are converted to messages that are processed by the brain. (2) Interruption of the chemical engine which sustains the proper operation of the nerve cells that respond to the mechanical transduction mechanisms referenced in item (1). Interruption of either or both of these processes has been clinically shown to produce complete disorientation and confusion. Second order effects would be extreme motion sickness.” [108]  

The “benefits” section of the contract award likens the EPIC weapon to “a Star Trek hand-held Phaser Weapon set on ‘Stun’,” and envisions its use on “a point or area target.” [109]  That means that EPIC could be used against individual snipers – or groups, such as crowds of demonstrators or strikers.  Lest we miss the domestic-use potential of the new weapon, the contract award says, “The civilian applications of such a weapon would be a landmark event in law enforcement. The civil authority could always protect themselves from lethal threats while still delivering targets to the justice system unharmed. Further, the critical decision now placed on law enforcement as to whether or not lethal responses are necessary could be virtually eliminated since use of the “stun” weapon could neutralize a perceived threat without permanent damage.” [110]  

In 2001, the Pentagon released information about the Active Denial System (ADS) pain ray, which “uses electromagnetic radiation to heat the skin and create an intense burning sensation.” [111]  The full-scale land-based weapon is the size of a satellite dish, and has a range of about 700 meters – about four-tenths of a mile.  It is often mounted on a light military vehicle.  

Airborne ADS systems are also under development. [112]  Details about them are classified, but they are being considered for AC-130 gunships that normally attack targets from a distance of two miles or more.  Thus, airborne ADS ray guns may be far more powerful and damaging than the land-based system.

The land-based ADS can penetrate clothing, but not stone or metal. [113]  Captain Jay Delarosa, spokesman for the Joint Non-Lethal Weapons Directorate, said that “ADS has the same compelling nonlethal effect on all targets, regardless of size, age and gender.   …  It can be used to deny an area to individuals or groups, to control access, to prevent an individual or individuals from carrying out an undesirable activity, and to delay or disrupt adversary activity.” [114]
The ADS is “known as the ‘Holy Grail of crowd control,’ because of its ability to make people scatter, almost instantly.   (In testing, no subject has been able to endure more than five seconds).” [115]  One test subject said, “It will repel you.  …  If hit by the beam, you will move out of it – reflexively and quickly. You for sure will not be eager to experience it again.” [116]  What would be the fate of the targets who could not “move out of it,” because of injuries, disability, or having no escape path?

The Pentagon currently expects the ADS to be ready for deployment in 2010.  The Marines want it yesterday – literally – for use in Iraq. [117]  According to InsideDefense, “Marine Corps Brig. Gen. Robert Neller, deputy commanding general of U.S. and Iraqi forces in Al Anbar province, filed a separate ‘Urgent Universal Need Statement’ on Dec. 1, 2006, spelling out a need for an Active Denial System. He said the ADS is needed for use at ‘entry control points’ and ‘observation posts.’  …  Neller requested a total of eight ADS, one of which the Marines in Iraq want ‘immediately.’ That system would be fielded to a headquarters element, according to the document. The rest … are desired in 2007, Neller’s request said.” [118]  The Army wants it too – for use to control crowds in the streets, and in prisons: “The 18th Military Police Brigade, in late 2005, asked for ADS to help ‘suppress insurgent attacks and quell prison uprisings.’  The head of the Army’s Rapid Equipping Force – the unit in charge of getting gear to the troops in a hurry – added that the system’s ‘capabilities have... been sufficiently demonstrated.’” [119]
The device has had 9,300 tests – even though in 2005, “as New Scientist noted, Active Denial System testers ‘banned glasses and contact lenses to prevent possible eye damage to the subjects, and in the second and third tests removed any metallic objects such as coins and keys to stop hot spots being created on the skin.’” [120]  (Of course, if this device were used against rioters or demonstrators, there would be no pre-screening of the intended targets to ensure that they had no contact lenses in their eyes, or coins or keys in their pockets, or metal jewelry, or pacemakers, or other metallic implants in their body.  We’d fry them first, and handle the “collateral damage” later.)  

Despite repeated promises in recent years that the pain ray was “just about ready to ship to Iraq,” it has not been deployed yet; the military is concerned that the device is too slow for combat use.  Furthermore, Air Force Secretary Michael Wynne said in 2006 that he wanted it to be tried first on Americans before unleashing it overseas: “If we’re not willing to use it here against our fellow citizens, then we should not be willing to use it in a wartime situation.   …  (Because) if I hit somebody with a nonlethal weapon and they claim that it injured them in a way that was not intended, I think that I would be vilified in the world press.” [121]  That shows where American protesters rank in the Pentagon priority list: somewhere below foreign rioters.  It also is proof that these new Pentagon weapons are expected to wind up in local police departments.

While the Pentagon considers shipping the ADS overseas to zap Muslim rioters and prisoners with radiofrequency (RF) rays, Raytheon is already selling a version of the pain ray to American law enforcement.  As Popular Mechanics reported in December 2006, “While the military continues to investigate the safety of RF-based weapons, defense contractor Raytheon has released Silent Guardian, a stripped-down version of the ADS, marketed to law enforcement and security providers as well as to the military. Using a joystick and a targeting screen, operators can induce pain from over 250 yards away, as opposed to more than 500 yards with the ADS. Unlike its longer-ranged counterpart, Silent Guardian is available now.” [122] Just imagine: this device is now being sold to local police in the US – and also to the dubious characters who man private “rent-a-cop” agencies. Secretary Wynne may get his domestic test of the ADS any day now.

The inventive minds at the Pentagon have other plans for “non-lethal” weapons, According to Popular Mechanics, “the Air Force Office of Scientific Research is funding an even more ambitious use of RF energy. Researchers at the University of Nevada are investigating the feasibility of a method that would immobilize targets without causing pain. Rather than heating the subject's skin, this approach would use microwaves at 0.75 to 6 GHz to affect skeletal muscle contractions, possibly by blocking the release of neuro-transmitters that carry signals to those muscles.” [123]
Why should the police bother with baton charges when they can zap people from a distance with these new toys?  As Wired magazine comments, “The development of a truly safe and highly effective nonlethal crowd-control system could raise enormous ethical questions about the state’s use of coercive force. If a method such as ADS leads to no lasting injury or harm, authorities may find easier justifications for employing them.  Historically, one of the big problems with nonlethal weapons is that they can be misused. Rubber bullets are generally safe when fired at the torso, but head impacts can be dangerous, particularly at close range. Tasers can become dangerous if they are used on subjects who have previously been doused with flammable pepper spray. In the heat of the moment, soldiers or police can forget their safety training.” [124]  One thing is certain: if the ADS is offered to security forces, they will still keep on hand every other item that is already in their arsenal: TASER guns, pepper spray, tear gas, stun belts, batons, rubber bullets, and firearms.  

And we can be sure, because the government says so, that those hit by them will suffer no “permanent damage.” [125]  They’ve had an un-paralleled record for safety and honest revelation of problems, from the nuclear tests of the 1950s onward, so why not trust them again?  
Who can say how many human subjects have already had such devices tested on them, with or without their consent?  As Wired magazine notes about the EPIC vertigo gun, “Invocon claims they have already held the ‘first known demonstration’ of this technology. You gotta wonder who that lucky employee was.” [126]  All of these devices seem to be tailor-made for “enhanced interrogation” as has been done at Guantanamo Bay, Abu Ghraib, and other American prisons, since they cause severe distress without – supposedly – doing permanent harm to the victim.

Several circumstances may – for a while – allay concerns that Americans may face these weapons being used against them on a large scale.  First, the new non-lethal weapons are prototypes.  It remains to be seen whether (1) these devices can be mass-produced at acceptable cost, and (2) whether mass-produced directed-energy weapons will reliably produce the desired effects.  If both of those conditions prove to be true, it will take additional time to produce the weapons en masse, distribute them to the military and to the police, and train the forces in their use.  Also, the decision to mass-produce and deploy these weapons is part of the Washington DC political process – meaning that budgets can be cut; other spending plans can take priority; enthusiasts for these devices can find themselves out of office.  

In any case, the plans being made now for the development and use of these new energy weapons is evidence of the diabolical inventiveness and cruelty of those who are now in decision-making positions, in Washington and elsewhere.  (“Elsewhere” includes Russia; there are published hints that they are researching radio-frequency weapons that could kill by disrupting the heart rhythm of their targets. [127])

Part II – Fall 2007
Mind Control: From the Psych Ward to Reality

Some lines of weapons research seem to cross over into science fiction, and appear to verify the fears of generations of paranoid schizophrenics.  Teams of scientists from the military, universities, and private firms – in the US and in Western Europe – are at work on technologies that could beam silent commands that the recipients could “hear,” and that can discern intended acts before they occur.  In Orwell’s 1984, “Nothing was your own except the few cubic centimeters inside your skull.” [128]  Today’s researchers propose to enter, search, and govern that terrain, as well.

The Pentagon has researched ways to send intelligible words as messages to targets, so that they “hear” voices and commands.  This research has included tests on human subjects.  Published data indicates no success – yet.

The Washington Post reports that, in 1965, in response to White House concern about Soviet microwave bombardment of the US Embassy in Moscow, the Pentagon “launched Project Pandora, top-secret research to explore the behavioral and biological effects of low-level microwaves. For approximately four years, the Pentagon conducted secret research: zapping monkeys; exposing unwitting sailors to microwave radiation; and conducting a host of other unusual experiments (a sub-project of Project Pandora was titled Project Bizarre). The results were mixed, and the program was plagued by disagreements and scientific squabbles. The ‘Moscow signal,’ as it was called, was eventually attributed to eavesdropping, not mind control, and Pandora ended in 1970. And with it, the military’s research into so-called non-thermal microwave effects seemed to die out, at least in the unclassified realm. But there are hints of ongoing research: An academic paper written for the Air Force in the mid-1990s mentions the idea of a weapon that would use sound waves to send words into a person’s head. ‘The signal can be a ‘message from God’ that can warn the enemy of impending doom, or encourage the enemy to surrender,’ the author concluded. In 2002, the Air Force Research Laboratory patented precisely such a technology: using microwaves to send words into someone's head. …  Rich Garcia, a spokesman for the research laboratory’s directed energy directorate, declined to discuss that patent or current or related research in the field, citing the lab’s policy not to comment on its microwave work.” [129]
The Post continues: “In response to a Freedom of Information Act request filed for this article, the Air Force released unclassified documents surrounding that 2002 patent – records that note that the patent was based on human experimentation in October 1994 at the Air Force lab, where scientists were able to transmit phrases into the heads of human subjects, albeit with marginal intelligibility. Research appeared to continue at least through 2002. Where this work has gone since is unclear – the research laboratory, citing classification, refused to discuss it or release other materials.  The official U.S. Air Force position is that there are no non-thermal effects of microwaves. Yet Dennis Bushnell, chief scientist at NASA’s Langley Research Center, tagged microwave attacks against the human brain as part of future warfare in a 2001 presentation to the National Defense Industrial Association about “Future Strategic Issues.”  ‘That work is exceedingly sensitive’ and unlikely to be reported in any unclassified documents, he says.  …  given the history of America’s clandestine research, it’s reasonable to assume that if the defense establishment could develop mind-control or long-distance ray weapons, it almost certainly would. And, once developed, the possibility that they might be tested on innocent civilians could not be categorically dismissed.” [130]
If there were moral or political restraints keeping the defense establishment from further research into mind weapons after the CIA/LSD scandal of the 1970s, the 9/11 attack on America and the “Global War on Terror” have removed them.  According to the Washington Post, John Alexander is part of “a particular set of Pentagon advisers who consider themselves defense intellectuals, focusing on big-picture issues, future threats and new capabilities. Alexander’s career led him from work on sticky foam that would stop an enemy in his or her tracks to dalliances in paranormal studies and psychics, which he still defends as operationally useful.  …  Alexander said that in the 1990s, when he took part in briefings at the CIA, there was never any talk of ‘mind control, or mind-altering drugs or technologies, or anything like that.’  According to Alexander, the military and intelligence agencies were still scared by the excesses of MK-ULTRA, the infamous CIA program that involved, in part, slipping LSD to unsuspecting victims. ‘Until recently, anything that smacked of [mind control] was extremely dangerous’ because Congress would simply take the money away, he said.  Alexander acknowledged that ‘there were some abuses that took place,’ but added that, on the whole, ‘I would argue we threw the baby out with the bath water.’” [131]  

The Post continues, “But September 11, 2001, changed the mood in Washington, and some in the national security community are again expressing interest in mind control, particularly a younger generation of officials who weren’t around for MK-ULTRA. ‘It’s interesting, that it’s coming back,’ Alexander observed.  While Alexander scoffs at the notion that he is somehow part of an elaborate plot to control people’s minds, he acknowledges support for learning how to tap into a potential enemy’s brain. He gives as an example the possible use of functional magnetic resonance imaging, or fMRI, for lie detection. ‘Brain mapping’ with fMRI theoretically could allow interrogators to know when someone is lying by watching for activity in particular parts of the brain. For interrogating terrorists, fMRI could come in handy, Alexander suggests.  …  Alexander also is intrigued by the possibility of using electronic means to modify behavior. The dilemma of the war on terrorism, he notes, is that it never ends. So what do you do with enemies, such as those at Guantanamo: keep them there forever? That’s impractical. Behavior modification could be an alternative, he says.  ‘Maybe I can fix you, or electronically neuter you, so it’s safe to release you into society, so you won't come back and kill me,’ Alexander says. It’s only a matter of time before technology allows that scenario to come true, he continues. ‘We’re now getting to where we can do that.’ He pauses for a moment to take a bite of his sandwich. ‘Where does that fall in the ethics spectrum? That's a really tough question.’  When Alexander encounters a query he doesn’t want to answer, such as one about the ethics of mind control, he smiles and raises his hands level to his chest, as if balancing two imaginary weights. In one hand is mind control and the sanctity of free thought – and in the other hand, a tad higher – is the war on terrorism.” [132]
One thing is clear about these new technologies: if ingenious minds can conceive of any evil or torment, they will try to make it reality, if they – or their bosses – can gain thereby.  The devices and techniques described above are public knowledge; what is hidden in the black budgets of the Department of Defense and the CIA?  And what of our actual or potential enemies – wealthy, fanatical Islamic regimes and technically advanced Communist (and recently Communist) states?  However evilly our own authorities act, it is a safe bet that the Islamists, the Russians, the Chinese, and the remaining Communist states would behave worse.  What new horrors are in their labs, prisons, and arsenals, awaiting general release?

It is not just the military that is willing to invade and warp the human mind for its own ends; the private sector and academia have similar ambitions.  

A team of researchers at the Max Planck Institute in Germany, University College in London, and Oxford University has developed “a powerful technique that allows them to look deep inside a person’s brain and read their intentions before they act.  …  The research builds on a series of recent studies in which brain imaging has been used to identify tell-tale activity linked to lying, violent behaviour and racial prejudice.” [133]  

This technique and its applications are still rudimentary.  Researchers “asked volunteers to decide whether to add or subtract two numbers they were later shown on a screen.  Before the numbers flashed up, they were given a brain scan using a technique called functional magnetic imaging resonance. The researchers then used … software that had been designed to spot subtle differences in brain activity to predict the person’s intentions with 70% accuracy.  The study revealed signatures of activity in a marble-sized part of the brain called the medial prefrontal cortex that changed when a person intended to add the numbers or subtract them.  Because brains differ so much, the scientists need a good idea of what a person’s brain activity looks like when they are thinking something to be able to spot it in a scan, but researchers are already devising ways of deducing what patterns are associated with different thoughts.” [134]  Despite the simplicity of the act being predicted with a brain scan, this is “the first time scientists have succeeded in reading intentions in this way.” [135]  On the benefit side of the ledger, this technology could “drive advances in brain-controlled computers, leading to artificial limbs and machinery that respond to thoughts.” [136]
All of the observers cited in the Guardian report expect the technique to progress swiftly.  Professor Barbara Sahakian of Cambridge University said, “For some of these techniques, it’s just a matter of time.  …   we’re moving ahead so rapidly, it’s not going to be that long before we will be able to tell whether someone’s making up a story, or whether someone intended to do a crime with a certain degree of certainty.” [137]  Professor Colin Blakemore of the Medical Research Council said, “what you can be absolutely sure of is that these will continue to roll out and we will have more and more ability to probe people’s intentions, minds, background thoughts, hopes and emotions.  Some of that is extremely desirable, because it will help with diagnosis, education and so on, but we need to be thinking the ethical issues through. It adds a whole new gloss to personal medical data and how it might be used.” [138]
Professor John Dylan-Haynes, a member of the research team at the Max Planck Institute for Human Cognitive and Brain Sciences, said that the use of brain scanners to “judge whether people are likely to commit crimes is a contentious issue that society should tackle now.” [139]  He added, “We see the danger that this might become compulsory one day, but we have to be aware that if we prohibit it, we are also denying people who aren’t going to commit any crime the possibility of proving their innocence.” [140]  And so passes the idea that people are to be presumed innocent unless proven guilty. This technology could usher in the world of Steven Spielberg’s Minority Report, in which the Department of Pre-Crime stops criminals before they act.

The Neurotechnology Industry Organization (NIO) “represents companies involved in neuroscience (drugs, devices and diagnostics), brain research centers and advocacy groups.  …  Our programs increase the awareness of neurotechnologies, reduce barriers to innovation and support industry growth.” [141]  It appears that part of the NIO’s mission is to break the regulatory, social, and moral “taboos” that limit the development and use of new brain-modifying technology: “Despite the clear human need and significant global market opportunity, neurotechnology companies face a host of issues that stifle innovation, growth and the rapid delivery of more effective therapies. NIO was formed to provide commercial neuroscience organizations a collective voice to address these issues.” [142]
As William Saletan of Slate magazine reports, “the Neurotechnology Industry Organization is lobbying for a federal initiative to study the ethics as well as the mechanics of brain science. ‘Right now, we’re discovering the seat of morality,’ warns NIO President Zack Lynch. ‘In 10 to 15 years, we’ll have the technologies to manipulate it.’” [143]  

Saletan has misgivings about tinkering with the brain to modify “the seat of morality.”  He says, “Once technology manipulates ethics, ethics can no longer judge technology. Nor can human nature discredit the mentality that shapes human nature.” [144]
He is repeating, from a secular point of view, the warning that C. S. Lewis gave 60 years ago in The Abolition of Man: “The final stage is come when Man by eugenics, by pre-natal conditioning, and by an education and propaganda based on a perfect applied psychology, has obtained full control over himself.   Human nature will be the last part of Nature to surrender to Man.  We shall … be henceforth free to make our species whatever we wish it to be.  The battle will indeed be won.  But who, precisely, will have won it?  For the power of Man to make himself what he pleases means, as we have seen, the power of some men to make other men what they please.  …  The man-moulders of the new age will be armed with the powers of an omnicompetent state and an irresistible scientific technique: we shall get at last a race of conditioners who really can cut out all posterity in what shape they please.” [145]  Lewis added that the Conditioners, having placed themselves above tradition and morality, must “come to be motivated simply by their own pleasure. …  Those who stand outside all judgments of value cannot have any ground for preferring one of their own impulses to another except the emotional strength of that impulse.” [146]
Augmented Soldiers and Battlefield Robotics

Successful mind control may still be well into the future, but computer and bionic enhancements for soldiers are becoming a reality.

Since 2000, DARPA has spent $70 million on Augmented Cognition projects – “prototype cockpits, missile control stations and infantry trainers that can sense what’s occupying their operators’ attention, and adjust how they present information, accordingly. Similar technologies are being employed to help intelligence analysts find targets easier by tapping their unconscious reactions.  …  The idea – to grossly over-simplify – is that people have more than one kind of working memory, and more than one kind of attention; there are separate slots in the mind for things written, things heard and things seen. By monitoring how taxed those areas of the brain are, it should be possible to change a computer’s display, to compensate. If a person’s getting too much visual information, send him a text alert. If that person is reading too much at once, present some of the data visually – in a chart or map.” [147]  

Wired reports that Boeing and Honeywell have developed prototype systems, using fMRI scanners and EEG monitors to evaluate soldiers’ reactions to flight training and urban warfare simulations – and both claim significant improvements in trainee performance.  Navy Commander Dylan Schmorrow, the DARPA Augmented Cognition project manager, envisions such devices everywhere – including “alarm clocks that sense where you are in your sleep cycle, Blackberries that don’t vibrate when you’re in a meeting.”[148]
Other “human enhancement projects” are underway at DARPA, as well.  These include portable “transcranial magnetic stimulation” devices to counteract fatigue, exoskeletal enhancements to strengthen soldiers’ arms and legs, “bacterial assistance” to enable soldiers to “process more of their rations – or munch on something otherwise inedible,” and use of hormones and gases to slow or temporarily suspend metabolism, allowing severely wounded soldiers to be put into suspended animation and evacuated to a trauma center. [149]  DARPA head Tony Tether acknowledges that “most of DARPA’s performance-enhancement projects will take years, even decades, to show up on battlefields.  …  Many are still in Petri dishes or lab rats.” [150]
All of this is part of the drive to “radically improve the performance, mental capacity, and resilience of American troops — to let them run harder and longer, operate without sleep, overcome deadly injury, and tap the potential of their unconscious minds.” [151] DARPA said in 2002 that the human being “‘is becoming the weakest link in Defense systems.’ Strengthening that chain meant ‘sustaining and augmenting human performance,’ as well as ‘enabling new human capabilities.’” [152]  

Public criticism of these efforts, and Congressional fears of “funding a Frankenstein army” led DARPA to take these augmentation projects under deeper cover.  As Wired reports, the agency “decided to go underground. Program names were changed to dull their mad-scientist edge. Metabolic Dominance became Peak Soldier Performance. Augmented Cognition became Improving Warfighter Information Intake Under Stress. Researchers were told to keep their mouths shut; many current and former program managers still won’t talk on the record, requesting anonymity for this story.” [153]  That’s the standard bureaucratic response to criticism: rather than stopping the questionable activities or answering the critics’ challenges in public debate, just cover up the mess.

With enhanced training, the American military has already begun routinely “augmenting” its soldiers, making them more willing to shoot on reflex.  During World War II, less than one in four American riflemen fired their weapons in a battle; during the Vietnam and Iraq wars, almost all have done so.  As the Wall Street Journal reported in 2005, during World War II, Brig. Gen. S.L.A. Marshall “determined that fewer than 25% of U.S. riflemen in combat fired their weapons. ‘Fear of killing rather than fear of being killed was the most common cause of battle failure,’ he wrote. Critics have since raised questions about the reliability of Gen. Marshall’s data, but the premise of the report – that many soldiers balked at pulling the trigger – has been widely accepted.  To overcome this resistance the Army began training soldiers on lifelike pop-up targets that more closely resembled what they would see in actual combat. Soldiers repeat the same drills until their reactions become second nature. The training has worked. By Vietnam 90% of soldiers fired their weapons. Maj. Kilner, who went to Iraq as part of a team writing the official Army history of the war, recalls interviewing a soldier in Kirkuk who had been walking a patrol when a sniper’s shot grazed his uniform. ‘The soldier heard the round, turned and fired two shots into the enemy sniper’s chest and kept walking just like he would have on the range. His company commander was so proud,’ says Maj. Kilner.” [154]  This proves that it is possible to train people out of their most deeply ingrained moral inhibitions – but it also shows that “uninhibited” soldiers (such as those in Vietnam and Iraq) do not necessarily win wars more effectively than their World War II counterparts.

“Bionic Hornets”: Moving Killer Insects From Revelation 9 to Reality

Some military tasks are still excessively difficult and dangerous, even if soldiers are trained to shoot like robots.  For the Israelis, stunned by the resistance they encountered in their 2006 war against Hezbollah guerrillas in Lebanon, the answer is to deploy real robots.  An Israeli defense firm, Elbit Systems, has invented the VIPeR, a mobile, portable bomb-sensing robot that can carry an arsenal of hand grenades and Uzi machine pistols to its task on the battlefield.  Elbit says that the robot, which has two treads and is the size of a small TV set, can navigate the front lines “undeterred by stairs, rubble, dark alleys, caves or narrow tunnels,” [155] and will use an on-board video camera to aim its weapons.  The defense firm, which has close ties to the Israeli defense ministry, says that “Israel plans to deploy the VIPeR among its infantry units after field tests. The robot could also be of interest to foreign police units or U.S. forces in Iraq and Afghanistan.” [156]  Note that one of the markets is “foreign police units” – a reminder that gruesome new toys may be developed by the military anywhere in the world – and then adopted by increasingly militarized police departments at home and overseas.

Israel is also seeking a new advantage by spending $230 million in nanotechnology research and development over the next five years.  Deputy Prime Minister Shimon Peres said that the summer 2006 war in Lebanon “proved that we need smaller weaponry.  …  It’s illogical to send a plane worth $100 million against a suicidal terrorist. So we are building futuristic weapons.” [157]  One of the weapons that the Israelis have begun funding is “bionic hornets” – small, flying robots that can steer themselves through streets, alleys, and caves, in order to “chase, photograph and kill, say, a terrorist hiding with a rocket launcher in a civilian neighborhood – as an alternative to bombing the neighborhood.” [158]  Other possibilities include “miniature sensors to detect suicide bombers and ‘bionic man’ gloves that would give the user super-human strength.” [159] Peres said that prototype nanotech weapons may be ready “within three years.” [160]
The U.S. has similar plans to develop Micro Air Vehicles (MAVs).  Fred Davis, a technical director at the Air Force Research Laboratory Munitions lab at Florida’s Eglin Air Force base, “confirmed that the United States has ambitious plans for future micro-munitions, which he says will be pocket-sized with mission-specific payloads.  …  Davis sees future MAVs landing and hopping or crawling on the ground like insects, enabling them to get inside buildings. Once inside, an entire command center can be disabled by targeting the power supply.” [161]  Wired noted that such weapons could attack people as well as buildings and power grids: “The smallest munitions ever used by the Air Force were ‘gravel mines’ or ‘button bombs’ dropped by the millions in the Vietnam war, some weighing just a quarter of an ounce. A crawling MAV could deliver this type of bomb to the victim’s most vulnerable spot.  Or, as Davis suggests, the tiny vehicle itself might be the warhead.  …  Others have suggested ‘fire-ant warfare’ with tiny robots that can only do limited damage individually, but have enough cumulative effect to overwhelm an opponent.  Poison needles or stings have also been proposed. Treaty obligations would prevent the military from using this approach, but the CIA developed lethal needles using shellfish toxin in the 1950s, and the technology is on the shelf.” [162]  

That’s what we and the Israelis are doing, and telling the public about.  What are we – or the Russians and Chinese – doing in secret?

For those who do not share the modern enthusiasm for technical “solutions” to guerrilla warfare, the plan to develop “bionic hornets” appears to be a foolhardy human attempt to literally fulfill the prophecy of the demonic, stinging locusts of the Apocalypse (Rev. 9:1-11).  

Further problems arise, as well.  Nanotechnology now is expensive, exotic, and easily controlled by a few.  But if the science of intelligent manufacture at the molecular level moves ahead for the next 30 years in the way that the computer revolution has progressed for the last 30 years, then sooner or later nanotech weapons will be cheap, reliable, and widely available.  Once this frontier is crossed, what will keep the neighborhood psychopath, or the downtown gang, or the overseas insurgents, from developing their own small, deadly weapons?

Guerrilla Surveillance by the Opposition

In democratic countries, it is possible for anti-government activists to use secret videotapes, wiretaps, and hacking of cell phone conversations to expose and embarrass their powerful enemies.  Such activists may be good guys – honorable reformers from the political Left or the political Right – or they might merely be criminals.

As the following incidents show, the lines between political opposition, investigative reporting, dirty tricks, blackmail, computer crime, and electronic warfare are easily crossed with the aid of digital sound and images.  Bruce Sterling, of Wired magazine, says, “the ability to capture private images and conversations and deliver them worldwide also empowers dark cabals of wiretappers and blackmailers. These people are no friends of liberty and free expression: They aim to destroy public figures while remaining safely hidden in obscurity.” [163]
In India, the Hindu-nationalist Bharatiya Janata Party (BJP) had lost a general election in May 2004 – and the defeat was followed by tech-driven humiliation of its leaders.  As Wired magazine reported in April 2006: “Novelist  Aniruddha Bahal spent eight months secretly videotaping BJP stalwarts accepting bribes. In December, he handed the tapes to a TV station, which aired the footage while Bahal backed up the story in detail on his Web site. The BJP had always portrayed itself as a paragon of honesty; now its representatives were caught with their hands in the till.  The stink of corruption was still fresh when, later that month, a major-league sex scandal exploded – not on television or the Net, but on video CD. Hindu moral reformers had always been the backbone of the BJP; quoting holy scripture and swearing celibacy, they portrayed themselves as akin to lotus flowers, floating in the mud of politics but untainted by it. So imagine the shock when discs depicting a BJP leader’s sexual liaisons reached his political enemies and the press, cunningly timed to coincide with a major party conference. The leader resigned.  The disc also found its way into the hands of India’s porn pirates. These bottom-feeders usually composite hapless actresses into imaginary orgies. Now they're making sure that anyone with a few rupees can witness the BJP’s moral program in action.  The revelations took an even darker turn just days afterward, when Amar Singh, the charismatic Bollywood [164] swinger and general secretary of a different political party, learned that his landline had been tapped. The police soon caught four tech-savvy eavesdroppers. Armed with a hefty budget – source unknown – they allegedly forged a police wiretap request and recorded Singh’s conversations. Some 20 hours of audio files have yet to surface on the Net, but everyone expects they will sooner or later.” [165]
Electronic espionage from below occurs in the West, too.  Wired reported in 2006 that, “In February, Greece was roiled by the revelation that someone had been listening in on the cell phone conversations of just about everyone in the country’s political elite, including the prime minister. In London, an American millionaire socialite was recently fingered in the alleged wiretapping of British law enforcers, business leaders, and celebrities. And it wasn’t long ago that Jessica Cutler, a former assistant in the office of US senator Mike DeWine, unrepentantly spilled Capitol Hill sex secrets in her blog.” [166]  

Electronic espionage may undermine corrupt and arrogant rulers, in the way that Daniel Ellsberg’s photocopy release of the Pentagon Papers undermined Nixon.  However, we have a media culture in which the masses flock to the latest prurient news about Britney Spears, Paris Hilton, and Anna Nicole Smith.  Demand drives supply, so those who spy on the rich and the powerful are more likely to act as paparazzi and soft-core porn merchants than to act as principled defenders of freedom.

Stumbling Blocks on the Way to Techno-Tyranny

However much the powers-that-be may wish to build a fully controlled, state-managed utopia, there are many difficulties in their path.

Some of the barriers are political and social:

        As the authorities’ designs become evident, opponents will resist.  Even if organized political or armed resistance has become impossible, electronic espionage, sabotage, and guerrilla warfare are likely to remain feasible for resistance forces.  In addition, criminals and freelance mischief-makers will inevitably throw their own sand into the gears of the future Techno-State.

        In countries with traditions of political dissent and civil liberty, political opposition may disrupt the plans to impose a permanent “national security state.”  In the United States, such opposition became evident with the November 2006 election – the first significant check against one-party rule since 2000.

        High-tech systems are fragile.  Unless nuclear weapons are abolished, there will always be the possibility that the electromagnetic pulse (EMP) from one or two well-placed megaton-range nuclear explosions will take down the electronic grid and fry computer chips for a region – or for a continent. [167]  There are reports that the US used conventional EMP weapons during the 2003 invasion of Iraq, and more-damaging non-nuclear EMP weapons could be developed in the future.

        Unless the New Regime is established globally, it will always be possible for external enemies to attack (with EMP bombs, H-bombs, germs, or other weapons).  There will be places for dissidents to flee to, and bases from which they can operate, and sources of information that are not aligned with the New Regime.  All of these forces would limit the power of any future New Tyranny that is not a global regime.  And so far, no one has yet established an effective global government.

Other barriers are technical and financial:

        Many of the intrusive technologies discussed above are still on the drawing boards; only a few are standard, off-the-shelf items that are ready for large-scale use now, or within the next 2-5 years.  

        Digital data is ephemeral.  As a techno-skeptic noted in FutureHype, “Cuneiform tablets and chiseled obelisks are clumsy vehicles for information storage, but they’ll be legible long after our magnetic or optical media have turned into gibberish.  For example, the 1960 U.S. census was recorded on magnetic tape.  By 1975, none of that information could be read.  NASA has tapes from past missions that it might not be able to copy before they deteriorate into illegibility.  …  Even if the media – floppy disk, tape, and so on – are in good condition, they require a machine to read the data.  Unfortunately, hundreds of models of disk readers and tape drives are now obsolete.  …  A third problem with accessing old digital records is the impermanent nature of the format in which the data is stored.” [168]  These facts put a kink in any plans to develop such things as terrorism profiles that would accumulate and analyze data over the decades-long life spans of their subjects.

        High-tech systems require skilled labor to design, implement, and maintain them.  Much capital investment is also needed, especially when the systems are being designed and put into operation for the first time.  However, a tyrannical New Regime – the kind that would implement a high-tech dystopia – is likely to come to power in the wake of catastrophic war, social chaos, economic collapse, revolution, or continent-scale natural disaster.  None of these circumstances are compatible with an abundance of investment capital and willing, skilled labor.

        Even if the capital and labor needed to start a high-tech project are available, that’s no guarantee that a project will finish on time, with all the promised features, and within its budget.  One instance of this in the UK: the National Health Service has been attempting to create a national electronic medical record system and to modernize the information systems used by doctors and hospitals.  The project, run by Accenture, Computer Sciences Corp., Fujitsu, and other well-established information technology firms, is running late and will cost more than $55 billion – a cost overrun of $26 billion. [169]  Even if the authorities want some total-control project to get off the ground, if that project is late, over-budget, unreliable, or short on functionality, then they may cancel or delay it.

        As any user of Microsoft software knows, complicated software packages inevitably contain bugs and security holes.  As old problems are fixed, new ones are discovered.  Information systems (ranging from desktop PCs to global enterprise networks) require ongoing maintenance – and the larger and more complicated the system, the more work is needed to keep it working smoothly.  A 2002 study from the National Institute of Standards and Technology showed that, as a group, software developers spend 80 percent of their time finding and fixing bugs. [170]  In any political process, there’s more sex appeal in funding snazzy new systems than in fully funding the maintenance of the old systems.  Therefore, a computerized society whose technical priorities are set politically is likely to under-fund maintenance, and its systems will not work well over the long run.  Shoddy infrastructure – leaky pipes, intermittent power, and bad roads – was a feature of Soviet Communism; it will be part of a new dystopia, as well.

        Human error in operating advanced technical systems is inevitable.  The only uncertainty is the damage that will result from the mistakes.

        Even without a system-wide upheaval, technology and human capabilities do not always progress.  No astronaut has left Earth orbit since 1972.  In 2004, the Bush administration set a goal of returning to the Moon in 16 years – by 2020.  As a techno-skeptic asks, “But why should NASA need sixteen years to get astronauts to the Moon when it took them half that time in the 1960s?  This is especially puzzling when we have much better technology and we know how to do it.” [171]  Likewise, the era of supersonic plane travel for civilians began in 1976, and ended in 2003 with the retirement of the Concorde.  No replacement planes are in sight.

All of this goes to say that no matter how hard mankind tries to build a tower to reach heaven, the tower will fall.  Any new Tower of Babel will meet the fate of the old one.

Tyranny: It Can Happen Here, Nevertheless

The foregoing caveats indicate that the implementation of a full-fledged, high-tech tyranny will be an expensive, slow, technically difficult, uncertain affair.  Nevertheless, human folly and pride are almost limitless.  Lust for power is in the air; the aftermath of 9/11 has given a ready excuse for would-be dictators worldwide.  We can therefore expect that rulers everywhere will continue to consolidate power in their own hands, and will use every possible technical tool to do so.  Some of the wanna-be tyrants will be content with bossing their own country, in the fashion of a South American caudillo; others will try to remake the whole world in their own image.  Just because this is an evil and futile ambition does not mean that (1) they won’t try, and (2) they would not have temporary success, for “a time, two times, and half a time” (Daniel 12:7).

Note well: just because high-tech tyranny will be difficult to implement does not mean that tyranny, per se, is impossible or unlikely.  Nero and Diocletian persecuted Christians without using any advanced technology whatsoever.  The Soviet, Nazi, Fascist, and Maoist regimes of the 20th Century made totalitarianism work long before the cybernetic revolution.  Mass murder can be done with the aid of an industrial economy (as happened in Nazi Germany and in the USSR) – but it can also occur in places like Rwanda, Sudan, Cambodia, and Ethiopia, where there were neither rail systems nor gas chambers to assist the executioners.  The fact of human history is that limited, representative government, civil liberty, and economic freedom are the exception, not the rule.

Furthermore, many high-tech control systems that are pipe-dreams now will – given the current accelerating rate of technical progress – be feasible and economical in 10 to 25 years.  If present-day political and social decay continue without interruption, and technical progress continues on its current path, then – in the period from 2015 to 2030 – everything will be in place that would be needed to put a high-tech dystopia in power.  At that point, the choice may be 1984 updated, or Brave New World, or Fahrenheit 451, or some hybrid of them.  

If totalitarian-friendly technology is to be put into place, this is likely to be at government initiative.  (It matters little what the formal ideology of that government will be.  Communist, Socialist, Fascist, Neo-Conservative, Third Way, Nationalist, Populist, Dominionist, Confessional-Catholic, etc.: the New Boss will be the same as, or worse than, the Old Boss.)  
Some conservatives and libertarians believe that the private sector will not go along with this, and that business resistance to governmental overreach will be what keeps the totalitarian wolf from the door.  That’s the tale told in Ayn Rand’s Atlas Shrugged, in which heroic capitalists and individualistic inventors secede from a collectivist state and cause it to collapse of its own weight.  It’s a fine story – but it is merely a story, not reality.  In reality, businesses almost always take the path of least resistance, go where the money is, and avoid open political dissent.  When it’s profitable to enter a symbiotic relationship with government, companies will.  American companies (including Yahoo, Microsoft, and Google) [172] have cooperated with the Chinese Communists in enforcing the Red regime’s Internet censorship – and they are not under Peking’s jurisdiction.  To a far greater extent, we can expect businesses to comply with the orders of a future domestic dictatorship – especially when the rulers offer lucrative contracts for the obedient, and threaten the blacklist (or worse) for the non-cooperative.

In the late 1700s, the English utilitarian philosopher Jeremy Bentham envisioned a prison of a new type, the Panopticon. [173]  The jail would allow guards in the central tower to observe any of the prisoners at all times, but would conceal the location of the guard from the inmates.  Inmates would know that they could be seen anytime, and would never be certain whether or not they were under observation at any moment.  No English prison was ever built to this specification, but the idea lives on.  

The new technologies described in this story would, if fully implemented, make the whole world into a Panopticon.  The 18th Century social reformer’s dream of total control would become reality.

Stanford Law professor Lawrence Lessig (a former clerk for conservative judge Richard Posner and for Supreme Court Justice Antonin Scalia) acknowledges that a surveillance society that fully used the technologies available now could watch people more thoroughly than Orwell’s Big Brother could.  Lessig says, “It is interesting to note just how inefficient, relative to the current range of technologies, Orwell’s technologies were.” [174]  Today, “You can’t know whether your search on the Internet is being monitored.  You don’t know whether a camera is trying to identify who you are.  Your telephone doesn’t make funny clicks as the NSA listens in.  Your e-mail does not report when some bot has searched it.  The technologies of today have none of the integrity of the technologies of 1984.  None are decent enough to let you know when your life is being recorded.  …  We can monitor everything, and search the product of that monitoring.  Even Orwell couldn’t have imagined that.”[175]  With the all-encompassing monitoring of a person’s life that now can occur, “Your life becomes an ever-increasing record; your actions are forever held in storage, open to being revealed at any time and therefore at any time demanding a justification.” [176]
A high-tech tyranny may well be a far subtler, more seductive, and more sophisticated regime than the gruesome totalitarian Party-States of the 20th century.  As Aldous Huxley said in his 1946 foreword to Brave New World, “There is, of course, no reason why the new totalitarianisms should resemble the old.  Government by clubs and firing squads, mass imprisonment and mass deportation, is not merely inhumane (nobody cares much about that nowadays); it is demonstrably inefficient – and in an age of advanced technology, inefficiency is the sin against the Holy Ghost. [177]  A really efficient totalitarian state would be one in which the all-powerful executive of political bosses and their army of managers control a population of slaves who do not have to be coerced, because they love their servitude.” [178]  

Seductive mass entertainment, free sex, prescription drugs to calm any stormy mood, full shopping malls, and easy credit might be among the means to get the people not to care that they have lost their freedom.  Other enticements will be easily devised by the new “Ministry of Truth.”  

If such a regime establishes itself globally, with the full panoply of high-tech tools for persuasion, surveillance, and repression that will be readily available off-the-shelf in 25 years or less, it would be difficult, in human terms, to foresee when and how it might fall.  The global techno-tyranny would fulfill Churchill’s June 1940 warning of what a National Socialist victory in World War II would have meant: “the whole world, including the United States, including all that we have known and cared for, will sink into the abyss of a New Dark Age made more sinister, and perhaps more protracted, by the light of a perverted science.” [179]
This would be a spiritually perilous time, an age in which the masses will say (as they did in Hitler’s Germany, Stalin’s USSR, and Mao’s China), “Who is like the beast, and who can fight against it?” (Rev. 13:4).  

As the historian John Lukacs (a traditionalist Catholic survivor of Hitler’s camps) has said, “The Antichrist will not be horrid and devilish, incarnating some kind of frightful monster – hence recognizable immediately.  He will not seem to be anti-Christian.  He will be smiling, generous, popular, an idol, adored by masses of people because of the sunny prosperity he seems to have brought, a false father (or husband) to his people.  Save for a small minority, Christians will believe in him and follow him.  Like the Jews at the time of the First Coming, Christians at the time of the Antichrist – that is, before the Second Coming – will divide.  Before the end of the world the superficial Christians will follow the Antichrist, and only a small minority will recognize his awful portents.” [180]  Under the New Regime, most will obey – till it is too late, and the populace cries out to the rocks of the mountains, “Fall on us” (Rev. 6:16).  

Under these circumstances, it might be an act of mercy on God’s part to allow the  disruption or breakdown of the emerging techno-structure that would otherwise enable the unimpeded establishment of an enduring, global Total State.  There’s no way to be certain whether such an event (global war, massive natural disaster, or the like) will occur, or when.  We can be sure that a collapse of the current technical infrastructure would cause great human suffering and loss of life.  But, considering how badly humanity seems likely to use the new powers it is gaining, such destruction could be an act of mercy – severe mercy, but mercy nonetheless.  The totalitarian regime symbolically described in Revelation 13 must come, as prophesied, at some point.  However, the spiritual damage it would do could be lessened if it is deprived beforehand of the full range of the tools of control that modern scientists are now developing.

 

The Final Reply to Techno-Utopia: Jesus Is Lord

We are in perilous times, and no socio-political means to arrest the trend toward techno-tyranny are evident.  Principled defenders of liberty and human dignity are few; fanatics, lovers of power, venal opportunists, and passive followers are many.

Nevertheless, Jesus is Lord, and His sovereignty remains.  He will not allow the extinction of humanity, nor universal and total subjugation.  The time of our deliverance is not for us to guess, but the means of cooperating with God’s grace are known through Scripture and the testimony of our conscience.  These means are the same as they have been since the beginning, and will remain the same until the end.

We can pray for our enemies and persecutors (Matt. 5:44), asking God to have mercy on them and to grant them the greatest of gifts, the grace of conversion of life.  We can be peacemakers (Matt. 5:9), rather than sowers of discord and war.  We can be alert to the signs of the times (Matt. 24:42).  We can refuse to lie, and refuse to accept lies as truth.  In so doing, we will show our fidelity to the One who is “the way, and the truth, and the life” (John 14:6).  We can speak straightforwardly about what we see, and let what we “say be simply ‘Yes’ or ‘No.’” (Matt. 5:37).  Love of money (1 Tim. 6:10) and fleshly pleasure are the “hooks” that the new technologies use to draw us into allegiance with ungodly power.  If we renounce lust (Matt. 5:28), seek purity of heart (Matt. 5:8), and choose allegiance to God over allegiance to Mammon (Matt. 6:24), we render these worldly hooks powerless.  

May God grant us the grace to do these things, and to follow Him to the end (Matt. 24:13), through whatever trials may come.

Publisher:

Part I

Lee Penn, “The Techno Utopians: Managing the Masses for World Order – Part I” Journal of the Spiritual Counterfeits Project (SCP), spring 2007, Vol. 30:4-31:1, pp. 42-69.  

Part II

Lee Penn, “The Techno Utopians: Managing the Masses for World Order – Part II” Journal of the Spiritual Counterfeits Project (SCP), fall 2007, Vol. 31:2-31:3, pp. 22-39.
Footnotes:

Note: Internet citations were done during April 2007.  Documents may have moved to different Web pages, or may have been removed from the Web entirely, since then.

[1] Malcolm Muggeridge, “The Great Liberal Death Wish,” reprinted in The Portable Conservative Reader, ed. Russell Kirk, Viking Penguin Inc., 1982, p. 623.
[2] Friedrich Engels, “Socialism: Utopian and Scientific,” as excerpted in Albert Fried and Robert Sanders, eds., Socialist Thought: A Documentary History, Anchor Books, 1964, p. 321.
[3] Friedrich Engels, “Socialism: Utopian and Scientific,” as excerpted in Albert Fried and Robert Sanders, eds., Socialist Thought: A Documentary History, Anchor Books, 1964, p. 322.
[4] Friedrich Engels, “Socialism: Utopian and Scientific,” as excerpted in Albert Fried and Robert Sanders, eds., Socialist Thought: A Documentary History, Anchor Books, 1964, p. 324.
[5] Leon Trotsky, “Socialism and the Human Future,” 1923, as quoted by Joel Kovel, “Marxism and Spirituality: An International Anthology,” book review in Monthly Review, February 1994, http://findarticles.com/p/articles/mi_m1132/is_n9_v45/ai_14862532/pg_2, viewed 04/17/07. 

[6] Leon Trotsky, “Socialism and the Human Future,” 1923, as quoted by Joel Kovel, “Marxism and Spirituality: An International Anthology,” book review in Monthly Review, February 1994, http://findarticles.com/p/articles/mi_m1132/is_n9_v45/ai_14862532/pg_3, viewed 04/17/07. 

[7] Pierre Teilhard de Chardin, “Some Reflections on the Spiritual Repercussions of the Atom Bomb,” The Future of Man, translated by Norman Denny, Harper & Row, 1964, p. 144.
[8] Pierre Teilhard de Chardin, “Faith in Peace,” The Future of Man, translated by Norman Denny, Harper & Row, 1964, p. 154.
[9] Pierre Teilhard de Chardin, Letters to Two Friends 1926-1952, The New American Library, 1968, p. 102, letter of October 16, 1947.
[10] H. P. Blavatsky, The Secret Doctrine: The Synthesis of Science, Religion, and Philosophy, Vol. II — Anthropogenesis, Theosophical University Press, 1999 reprint of 1888 ed., p. 446.
[11] Robert Muller, “Foreword: Preparing for the Next Millennium,” in Joel Beversluis, ed., on-line version of A Source Book for the Earth’s Community of Religions,  http://www.origin.org/ucs/doc.cfm?e=0&ps=2&edit=1&fg=3176&fi=1089, printed 06/22/04.

[12] Barbara Marx Hubbard, The Evolutionary Journey: A Personal Guide to a Positive Future, Evolutionary Press, San Francisco, 1982, p. 11.
[13] Neale Donald Walsch, Friendship with God: An Uncommon Dialogue, G. P. Putnam’s Sons, 1999, p. 295.
[14] Ray Kurzweil, The Singularity Is Near: When Humans Transcend Biology, Penguin Books, 2005, p. 11.
[15] Ray Kurzweil, The Singularity Is Near: When Humans Transcend Biology, Penguin Books, 2005, p. 9.
[16] Ray Kurzweil, The Singularity Is Near: When Humans Transcend Biology, Penguin Books, 2005, p. 29.
[17] Ray Kurzweil, The Singularity Is Near: When Humans Transcend Biology, Penguin Books, 2005, p. 21.
[18] Mihail C. Roco and William Sims Bainbridge, “Converging Technologies for Improving Human Performance: Nanotechnology, Biotechnology, Information Technology And Cognitive Science,” National Science Foundation, June 2002, http://wtec.org/ConvergingTechnologies/1/NBIC_report.pdf, p. 20; viewed 04/17/07.

[19] Donna Miles, “New Device Will Sense Through Concrete Walls,” American Forces Press Service, January 3, 2006, http://www.defenselink.mil/news/newsarticle.aspx?id=14711, printed 04/10/07. 

[20] Donna Miles, “New Device Will Sense Through Concrete Walls,” American Forces Press Service, January 3, 2006, http://www.defenselink.mil/news/newsarticle.aspx?id=14711, printed 04/10/07. 

[21] Donna Miles, “New Device Will Sense Through Concrete Walls,” American Forces Press Service, January 3, 2006, http://www.defenselink.mil/news/newsarticle.aspx?id=14711, printed 04/10/07. 

[22] Donna Miles, “New Device Will Sense Through Concrete Walls,” American Forces Press Service, January 3, 2006, http://www.defenselink.mil/news/newsarticle.aspx?id=14711, printed 04/10/07. 

[23] Donna Miles, “New Device Will Sense Through Concrete Walls,” American Forces Press Service, January 3, 2006, http://www.defenselink.mil/news/newsarticle.aspx?id=14711, printed 04/10/07. 

[24] Tim Boucher, “Military Unveils ‘Anne Frank Detector,’” Pop Occulture Blog, January 12, 2006, http://www.timboucher.com/journal/2006/01/12/military-to-unveil-anne-frank-detector/, printed 04/10/07.

[25] Information in this paragraph is from “Machines Against Drunk Driving,” Wired, October 2006, p. 68.
[26] Information in this paragraph is from David Downs, “Dragnet, Reinvented,” Wired, March 2006, http://www.wired.com/wired/archive/14.03/lapd.html, printed 04/19/07.

[27] Information in this paragraph is from David Downs, “Dragnet, Reinvented,” Wired, March 2006, http://www.wired.com/wired/archive/14.03/lapd.html, printed 04/19/07.

[28] BBC News, “‘Talking’ CCTV Scolds Offenders,” April 4, 2007, http://news.bbc.co.uk/1/hi/uk/6524495.stm, printed 04/16/07.

[29] Theodore Dalrymple, “The Virtue of Freedom,” New English Review, April 2007, http://www.newenglishreview.org/custpage.cfm?frm=6584&sec_id=6584, printed 04/17/07.

[30] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, p. 62.
[31] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, p. 62.
[32] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, p. 62.
[33] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, p. 62.
[34] BBC News, “‘Talking’ CCTV Scolds Offenders,” April 4, 2007, http://news.bbc.co.uk/1/hi/uk/6524495.stm, printed 04/16/07.

[35] The ISA Project, “The Project,” http://www.its.leeds.ac.uk/projects/isa/the_project.htm, printed 04/18/07.

[36] “Drive Safely – Big Brother is Watching,” Wired, March 2007, p. 78.
[37] The ISA Project, “The System,” http://www.its.leeds.ac.uk/projects/isa/the_system.htm, printed 04/18/07.
[38] The ISA Project, “Objectives,” http://www.its.leeds.ac.uk/projects/isa/objectives.htm, printed 04/18/07.

[39] Nigel Morris, “‘Problem’ children to be monitored for signs of criminality,” The Independent, March 28, 2007, http://news.independent.co.uk/uk/crime/article2398873.ece, printed 04/16/07.

[40] Nigel Morris, “‘Problem’ children to be monitored for signs of criminality,” The Independent, March 28, 2007, http://news.independent.co.uk/uk/crime/article2398873.ece, printed 04/16/07.

[41] “Cue the Crackdown,” Wired, November 2006, p. 54.
[42] “Cue the Crackdown,” Wired, November 2006, p. 54.
[43] “Cue the Crackdown,” Wired, November 2006, p. 54.
[44] “HBO Is Watching You,” Wired, October 2006, p. 56.
[45] Information in this paragraph is from Leah Altaras, “Follow that Car! Legal issues arising from installation of tracking devices in leased consumer goods and equipment,” 3 Shidler J. L. Com. & Tech. 8 (Feb. 14, 2007), at http://www.lctjournal.washington.edu/Vol3/a008Altaras.html; printed 04/11/07.

[46] Leah Altaras, “Follow that Car! Legal issues arising from installation of tracking devices in leased consumer goods and equipment,” 3 Shidler J. L. Com. & Tech. 8 (Feb. 14, 2007), at http://www.lctjournal.washington.edu/Vol3/a008Altaras.html; printed 04/11/07.

[47] “Putting the Eye in ID,” Wired, April 2007, p. 50.
[48] David LaGesse, “Want a Drink? Pay With Your Phone,” U.S. News & World Report, March 18, 2007, http://www.usnews.com/usnews/news/articles/070318/26cellphone_print.htm, printed 04/17/07.

[49] Mobiledia.com, “Cell Phone Glossary,” “International Mobile Equipment Identifier,” http://www.mobiledia.com/glossary/138.html, printed 04/13/07.

[50] E-mail from “miguel de Portugal” to his associates, 02/13/07.
[51] Wikipedia, “ECHELON,” http://en.wikipedia.org/wiki/ECHELON, viewed 04/16/07; see also Lee Penn, “When the State Becomes God,” Journal of the Spiritual Counterfeits Project, Vol. 27:4-28:1, p. 27; also available on-line at http://www.scp-inc.org/publications/journals/J2704/.

[52] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, p. 206.
[53] Matt Hines, “Cisco launches IP-based surveillance cameras,” InfoWorld, March 27, 2007, http://weblog.infoworld.com/techwatch/archives/010964.html?source=NLC-TW&cgd=2007-03-30?source=NLC-TW&cgd=2007-03-30, printed 04/17/07.

[54] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, pp. 204-206.
[55] Institution of Engineering and Technology, “News and Views,” “BAE Systems involved in tests to create non-hijackable aircraft,” http://www.iee.org/OnComms/Circuit/benefits/Editorials/News&Views/non-hijackable_aircraft.cfm?PrintVersion=true, printed 04/16/07.

[56] Institution of Engineering and Technology, “News and Views,” “BAE Systems involved in tests to create non-hijackable aircraft,” http://www.iee.org/OnComms/Circuit/benefits/Editorials/News&Views/non-hijackable_aircraft.cfm?PrintVersion=true, printed 04/16/07.

[57] Institution of Engineering and Technology, “News and Views,” “BAE Systems involved in tests to create non-hijackable aircraft,” http://www.iee.org/OnComms/Circuit/benefits/Editorials/News&Views/non-hijackable_aircraft.cfm?PrintVersion=true, printed 04/16/07.

[58] Paul Craig Roberts, “The Security-Industrial Complex,” http://www.lewrockwell.com/roberts/roberts203.html, printed 04/16/07.

[59] Christopher Leake, “The tiny airline spy that spots bombers in the blink of an eye,” Daily Mail, February 12, 2007, http://www.dailymail.co.uk/pages/live/articles/news/news.html?in_article_id=435342&in_page_id=1770, printed 04/16/07.

[60] Christopher Leake, “The tiny airline spy that spots bombers in the blink of an eye,” Daily Mail, February 12, 2007, http://www.dailymail.co.uk/pages/live/articles/news/news.html?in_article_id=435342&in_page_id=1770, printed 04/16/07.

[61] Christopher Leake, “The tiny airline spy that spots bombers in the blink of an eye,” Daily Mail, February 12, 2007, http://www.dailymail.co.uk/pages/live/articles/news/news.html?in_article_id=435342&in_page_id=1770, printed 04/16/07.

[62] Wikipedia, “Polygraph,” http://en.wikipedia.org/wiki/Lie_detector, viewed 04/16/07.

[63] Wikipedia, “Polygraph,” http://en.wikipedia.org/wiki/Lie_detector, viewed 04/16/07.

[64] Paul Craig Roberts, “The Security-Industrial Complex,” http://www.lewrockwell.com/roberts/roberts203.html, printed 04/16/07.

[65] Unless otherwise footnotes, information in this  section is from Annalee Newitz, “While You Were Reading This, Someone Ripped You Off,” Wired, May 2006, pp. 167-172.
[66] Annalee Newitz, “While You Were Reading This, Someone Ripped You Off,” Wired, May 2006, p. 169.
[67] David E. Gumpert, “Animal Tags for People,” Business Week, January 11, 2007, http://www.businessweek.com/print/smallbiz/content/jan2007/sb20070111_186325.htm, printed 04/13/07.

[68] Information in this paragraph is from David E. Gumpert, “Animal Tags for People,” Business Week, January 11, 2007, http://www.businessweek.com/print/smallbiz/content/jan2007/sb20070111_186325.htm, printed 04/13/07.

[69] Information in this paragraph is from David E. Gumpert, “Animal Tags for People,” Business Week, January 11, 2007, http://www.businessweek.com/print/smallbiz/content/jan2007/sb20070111_186325.htm, printed 04/13/07, and from the AOL financial service, at finance.aol.com, viewed 04/17/06.

[70] Information in this paragraph is from David E. Gumpert, “Animal Tags for People,” Business Week, January 11, 2007, http://www.businessweek.com/print/smallbiz/content/jan2007/sb20070111_186325.htm, printed 04/13/07.

[71] Kenneth R. Foster and Jan Jaeger, “RFID Inside: The murky ethics of implanted chips,” IEEE Spectrum, March 2007, p. 26.
[72] Amal Graafstra, “Hands On – How Radio Frequency Identification and I got personal,” IEEE Spectrum, March 2007, p. 20.
[73] Kenneth R. Foster and Jan Jaeger, “RFID Inside: The murky ethics of implanted chips,” IEEE Spectrum, March 2007, p. 27.
[74] Kenneth R. Foster and Jan Jaeger, “RFID Inside: The murky ethics of implanted chips,” IEEE Spectrum, March 2007, p. 27.
[75] Annalee Newitz, “While You Were Reading This, Someone Ripped You Off,” Wired, May 2006, p. 171.
[76] Annalee Newitz, “While You Were Reading This, Someone Ripped You Off,” Wired, May 2006, p. 171.
[77] Kenneth R. Foster and Jan Jaeger, “RFID Inside: The murky ethics of implanted chips,” IEEE Spectrum, March 2007, p. 29.
[78] Annalee Newitz, “While You Were Reading This, Someone Ripped You Off,” Wired, May 2006, p. 171.
[79] Kenneth R. Foster and Jan Jaeger, “RFID Inside: The murky ethics of implanted chips,” IEEE Spectrum, March 2007, p. 29.
[80] Financial data in this paragraph is from the AOL financial page, at finance.aol.com, as viewed 04/17/07.
[81] For details on ADSX as of 1999 and early 2000, see Lee Penn, “New Age & Globalist Strategies: Unity, Collectivism, & Control,” Journal of the Spiritual Counterfeits Project, Vol. 23:4-24:1, pp. 63-64.  For details on ADSX as of 2003 and early 2004, see Lee Penn, “When the State Becomes God,” Journal of the Spiritual Counterfeits Project, Vol. 27:4-28:1, pp. 39-41; also available on-line at http://www.scp-inc.org/publications/journals/J2704/. 

[82] Applied Digital Solutions, “Patents/Proprietary – Background and Technical Abstract,” http://www.adsx.com/prodservpart/patentsproprietary.html, printed 04/06/04.

[83] Applied Digital Solutions, “Applied Digital Solutions Receives ‘Technology Pioneers’ Award From The World Economic Forum In Davos, Switzerland,” February 2, 2000, http://www.adsxmty.com/ADS/ADS/docs/pressrel/pioneer.html, printed 04/06/04.

[84] Ellen Nakashima and Spencer S. Hsu, “U.S. Plans to Screen All Who Enter, Leave Country,” Washington Post, November 3, 2006, http://www.washingtonpost.com/wp-dyn/content/article/2006/11/02/AR2006110201810_pf.html, printed 04/11/07.

[85] John Pistole, FBI Deputy Director, “Every Day Is 9/12 for the FBI,” speech before the Commonwealth Club, San Francisco, as reprinted in The Commonwealth, November/December 2006, p. 7.
[86] “Disable Your Passport’s RFID Chip,” Wired, January 2007, p. 46.
[87] Fletcher Smith, “Washington to Offer Enhanced Drivers License,” Associated Content, March 25, 2007, http://www.associatedcontent.com/article/190545/washington_to_offer_enhanced_drivers.html, printed 04/17/07.

[88] Fletcher Smith, “Washington to Offer Enhanced Drivers License,” Associated Content, March 25, 2007, http://www.associatedcontent.com/article/190545/washington_to_offer_enhanced_drivers.html, printed 04/17/07.

[89] Fletcher Smith, “Washington to Offer Enhanced Drivers License,” Associated Content, March 25, 2007, http://www.associatedcontent.com/article/190545/washington_to_offer_enhanced_drivers.html, printed 04/17/07.

[90] Fletcher Smith, “Washington to Offer Enhanced Drivers License,” Associated Content, March 25, 2007, http://www.associatedcontent.com/article/190545/washington_to_offer_enhanced_drivers.html, printed 04/17/07.

[91] James Slack, “Don’t like ID cards?  Hand over your passport,” Daily Mail, March 9, 2007, http://www.dailymail.co.uk/pages/live/articles/news/news.html?in_article_id=441329&in_page_id=1770, printed 04/18/07.

[92] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, p. 42.
[93] Jonathan Kent, “Malaysia car thieves steal finger,” BBC News, March 31, 2005, http://newsvote.bbc.co.uk/mpapps/pagetools/print/news.bbc.co.uk/2/hi/asia-pacific/4396831.stm, printed 04/23/07.

[94] Noah Shachtman, “Pentagon Kills LifeLog Project,” Wired, February 4, 2004, http://www.wired.com/print/politics/security/news/2004/02/62158, printed 04/15/07.

[95] Editorial staff, “12 Crackpot Ideas … That Just Might Work,” InfoWorld, February 19, 2007, p. 25.
[96] Noah Shachtman, “Pentagon Kills LifeLog Project,” Wired, February 4, 2004, http://www.wired.com/print/politics/security/news/2004/02/62158, printed 04/15/07.

[97] Noah Shachtman, “Pentagon Kills LifeLog Project,” Wired, February 4, 2004, http://www.wired.com/print/politics/security/news/2004/02/62158, printed 04/15/07.

[98] Jason Tanz, “Desktop, R.I.P.,” Wired, April 2007, p. 121.
[99] Shannon McCaffrey, “Disk with data on 2.9M Georgians lost,” Associated Press, April 10, 2007, http://www.msnbc.msn.com/id/18038761/print/1/displaymode/1098/, printed 04/16/07.

[100] “Your Secret Is Out,” Wired, February 2007, p. 50.
[101] “Your Secret Is Out,” Wired, February 2007, p. 50.
[102] Sharon Gaudin, “Department of Energy Loses 20 Classified PCs,” Information Week, April 3, 2007, http://www.informationweek.com/shared/printableArticle.jhtml?articleID=198702209, printed 04/16/07.

[103] John Soat, “Privacy: The Problem That Won’t Go Away,” Information Week, November 20, 2006, p. 38.
[104] Information on the Providence Hospital data breach is from Deborah Gage and Kim S. Nash, “Case Dissection: Serious Pain,” Baseline, December 2006, pp. 35-50.
[105] Sharon Gaudin, “Social Security Administration Worker Charged in Identity Theft Scheme,” Information Week, April 13, 2007, http://www.informationweek.com/shared/printableArticle.jhtml?articleID=199000813, printed 04/13/07. 
[106] Amit R. Paley, “Data-mining of students raises alarms,” Washington Post, April 16, 2007, http://www.boston.com/news/education/higher/articles/2007/04/16/data_mining_of_students_raises_alarms?mode=PF, printed 04/16/07.

[107] “Jargon Watch,” Wired, April 2006, p. 34.
[108] Navy SBIR Award, EPIC weapons contract, http://www.navysbirprogram.com/NavySearch/Award/award.aspx?pk=C18BA979-DADB-4892-896A-1E89970EA8BD, printed 04/18/07.

[109] Navy SBIR Award, EPIC weapons contract, http://www.navysbirprogram.com/NavySearch/Award/award.aspx?pk=C18BA979-DADB-4892-896A-1E89970EA8BD, printed 04/18/07.

[110] Navy SBIR Award, EPIC weapons contract, http://www.navysbirprogram.com/NavySearch/Award/award.aspx?pk=C18BA979-DADB-4892-896A-1E89970EA8BD, printed 04/18/07.

[111] Sharon Weinberger, “Mind Games,” Washington Post, January 14, 2007, p. W22, http://www.washingtonpost.com/wp-dyn/content/article/2007/01/10/AR2007011001399_pf.html, printed 04/14/07. 
[112] David Hambling, “Say Hello to the Goodbye Weapon,” Wired, December 5, 2006, http://www.wired.com/science/discoveries/news/2006/12/72134?currentPage=all, printed 04/22/07.

[113] David Hambling, “Say Hello to the Goodbye Weapon,” Wired, December 5, 2006, http://www.wired.com/science/discoveries/news/2006/12/72134?currentPage=all, printed 04/22/07.

[114] David Hambling, “Say Hello to the Goodbye Weapon,” Wired, December 5, 2006, http://www.wired.com/science/discoveries/news/2006/12/72134?currentPage=all, printed 04/22/07.

[115] Noah Shachtman, “Marines Want Pain Ray, ASAP,” Wired, March 5, 2007, http://blog.wired.com/defense/2007/03/inside_the_navy.html, printed 04/22/07.

[116] David Hambling, “Say Hello to the Goodbye Weapon,” Wired, December 5, 2006, http://www.wired.com/science/discoveries/news/2006/12/72134?currentPage=all, printed 04/22/07.

[117] Noah Shachtman, “Marines Want Pain Ray, ASAP,” Wired, March 5, 2007, http://blog.wired.com/defense/2007/03/inside_the_navy.html, printed 04/22/07.

[118] Noah Shachtman, “Marines Want Pain Ray, ASAP,” Wired, March 5, 2007, http://blog.wired.com/defense/2007/03/inside_the_navy.html, printed 04/22/07.

[119] Noah Shachtman, “Marines Want Pain Ray, ASAP,” Wired, March 5, 2007, http://blog.wired.com/defense/2007/03/inside_the_navy.html, printed 04/22/07.

[120] Noah Shachtman, “Pain Ray, R. I. P.?.” Noah Shachtman.com, September 13, 2006, http://www.noahshachtman.com/archives/002766.html, printed 04/22/07.

[121] Noah Shachtman, “Pain Ray, R. I. P.?.” Noah Shachtman.com, September 13, 2006, http://www.noahshachtman.com/archives/002766.html, printed 04/22/07.

[122] David Hambling, “Tech Watch: Forecasting Pain,” Popular Mechanics, December 2006, http://www.popularmechanics.com/technology/military_law/4202262.html?do=print, printed 04/22/07.

[123] David Hambling, “Tech Watch: Forecasting Pain,” Popular Mechanics, December 2006, http://www.popularmechanics.com/technology/military_law/4202262.html?do=print, printed 04/22/07.

[124] David Hambling, “Say Hello to the Goodbye Weapon,” Wired, December 5, 2006, http://www.wired.com/science/discoveries/news/2006/12/72134?currentPage=all, printed 04/22/07.

[125] Navy SBIR Award, EPIC weapons contract, http://www.navysbirprogram.com/NavySearch/Award/award.aspx?pk=C18BA979-DADB-4892-896A-1E89970EA8BD, printed 04/18/07.

[126] Sharon Weinberger, “Navy Researching Vomit Beam,” Wired, March 6, 2007, http://blog.wired.com/defense/2007/03/navy_researchin.html, printed 04/18/07.

[127] David Hambling, “Moscow’s Remote-Controlled Heart Attacks,” Noah Shachtman.com, February 14, 2006, http://www.noahshachtman.com/archives/002169.html#comments, printed 04/22/07.

[128] George Orwell, 1984, New American Library, 1949 (1983 ed.), p. 26.
[129] Sharon Weinberger, “Mind Games,” Washington Post, January 14, 2007, p. W22, http://www.washingtonpost.com/wp-dyn/content/article/2007/01/10/AR2007011001399_pf.html, printed 04/14/07. 
[130] Sharon Weinberger, “Mind Games,” Washington Post, January 14, 2007, p. W22, http://www.washingtonpost.com/wp-dyn/content/article/2007/01/10/AR2007011001399_pf.html, printed 04/14/07. 
[131] Sharon Weinberger, “Mind Games,” Washington Post, January 14, 2007, p. W22, http://www.washingtonpost.com/wp-dyn/content/article/2007/01/10/AR2007011001399_pf.html, printed 04/14/07. 
[132] Sharon Weinberger, “Mind Games,” Washington Post, January 14, 2007, p. W22, http://www.washingtonpost.com/wp-dyn/content/article/2007/01/10/AR2007011001399_pf.html, printed 04/14/07. 
[133] Ian Sample, “The brain scan that can read people’s intentions,” The Guardian, February 9, 2007, http://www.guardian.co.uk/science/story/0,,2009217,00.html, printed 04/18/07.

[134] Ian Sample, “The brain scan that can read people’s intentions,” The Guardian, February 9, 2007, http://www.guardian.co.uk/science/story/0,,2009217,00.html, printed 04/18/07.

[135] Ian Sample, “The brain scan that can read people’s intentions,” The Guardian, February 9, 2007, http://www.guardian.co.uk/science/story/0,,2009217,00.html, printed 04/18/07.

[136] Ian Sample, “The brain scan that can read people’s intentions,” The Guardian, February 9, 2007, http://www.guardian.co.uk/science/story/0,,2009217,00.html, printed 04/18/07.

[137] Ian Sample, “The brain scan that can read people’s intentions,” The Guardian, February 9, 2007, http://www.guardian.co.uk/science/story/0,,2009217,00.html, printed 04/18/07.

[138] Ian Sample, “The brain scan that can read people’s intentions,” The Guardian, February 9, 2007, http://www.guardian.co.uk/science/story/0,,2009217,00.html, printed 04/18/07.

[139] Ian Sample, “The brain scan that can read people’s intentions,” The Guardian, February 9, 2007, http://www.guardian.co.uk/science/story/0,,2009217,00.html, printed 04/18/07.

[140] Ian Sample, “The brain scan that can read people’s intentions,” The Guardian, February 9, 2007, http://www.guardian.co.uk/science/story/0,,2009217,00.html, printed 04/18/07.

[141] Neurotechnology Industry Organization, “Giving Commercial Neuroscience a Unified Voice,” http://www.neurotechindustry.org/, printed 04/16/07.

[142] Neurotechnology Industry Organization, “Giving Commercial Neuroscience a Unified Voice,” http://www.neurotechindustry.org/, printed 04/16/07.

[143] William Saletan, “Mind Makes Right,” Slate, March 31, 2007, http://www.slate.com/toolbar.aspx?action=print&id=2162998, printed 04/16/07.

[144] William Saletan, “Mind Makes Right,” Slate, March 31, 2007, http://www.slate.com/toolbar.aspx?action=print&id=2162998, printed 04/16/07.

[145] C. S. Lewis, The Abolition of Man, Harper San Francisco, 1944 (2001 ed.), pp. 59-60.
[146] C. S. Lewis, The Abolition of Man, Harper San Francisco, 1944 (2001 ed.), pp. 65-66.
[147] Noah Shachtman, “Pentagon Preps Mind Fields for Smarter War Stations,” Wired, March 21, 2007, http://www.wired.com/print/science/discoveries/news/2007/03/72996, printed 04/17/07.

[148] Noah Shachtman, “Pentagon Preps Mind Fields for Smarter War Stations,” Wired, March 21, 2007, http://www.wired.com/print/science/discoveries/news/2007/03/72996, printed 04/17/07.

[149] Noah Shachtman, “Be More Than You Can Be,” Wired, March 2007, pp. 116, 118.
[150] Noah Shachtman, “Be More Than You Can Be,” Wired, March 2007, pp. 120.
[151] Noah Shachtman, “Be More Than You Can Be,” Wired, March 2007, pp. 116.
[152] Noah Shachtman, “Be More Than You Can Be,” Wired, March 2007, pp. 118.
[153] Noah Shachtman, “Be More Than You Can Be,” Wired, March 2007, pp. 118.
[154] Greg Jaffe, “Breaking a Taboo, Army Confronts Guilt After Combat,” Wall Street Journal, August 17, 2005, reprinted at http://cryptome.org/mil-kill.htm, printed 04/16/07.

[155] Reuters, “Israel unveils portable hunter-killer robot,” March 8, 2007, http://today.reuters.com/news/articlenews.aspx?type=technologyNews&storyid=2007-03-08T103103Z_01_L08481636_RTRUKOC_0_US-ISRAEL-ROBOT.xml&src=rss&rpc=22, printed 04/18/06.

[156] Reuters, “Israel unveils portable hunter-killer robot,” March 8, 2007, http://today.reuters.com/news/articlenews.aspx?type=technologyNews&storyid=2007-03-08T103103Z_01_L08481636_RTRUKOC_0_US-ISRAEL-ROBOT.xml&src=rss&rpc=22, printed 04/18/06.

[157] “Bionic Hornets: Israel Looks at the Next Generation of Warfare,” Der Spiegel Online, November 17, 2006, http://www.spiegel.de/international/0,1518,druck-449171,00.html, printed 04/10/07.

[158] “Bionic Hornets: Israel Looks at the Next Generation of Warfare,” Der Spiegel Online, November 17, 2006, http://www.spiegel.de/international/0,1518,druck-449171,00.html, printed 04/10/07.

[159] “Bionic Hornets: Israel Looks at the Next Generation of Warfare,” Der Spiegel Online, November 17, 2006, http://www.spiegel.de/international/0,1518,druck-449171,00.html, printed 04/10/07.

[160] “Bionic Hornets: Israel Looks at the Next Generation of Warfare,” Der Spiegel Online, November 17, 2006, http://www.spiegel.de/international/0,1518,druck-449171,00.html, printed 04/10/07.

[161] David Hambling, “Military Builds Robotic Insects,” Wired, January 23, 2007, http://www.wired.com/print/science/discoveries/news/2007/01/72543, printed 04/17/07.

[162] David Hambling, “Military Builds Robotic Insects,” Wired, January 23, 2007, http://www.wired.com/print/science/discoveries/news/2007/01/72543, printed 04/17/07.

[163] Bruce Sterling, “Take Your Best Shot,” Wired, April 2006, p. 82.
[164] Bollywood refers to India’s “Hollywood” – its movie industry, which is based in Bombay (now known as Mumbai).
[165] Bruce Sterling, “Take Your Best Shot,” Wired, April 2006, p. 82.
[166] Bruce Sterling, “Take Your Best Shot,” Wired, April 2006, p. 82.
[167] “Electromagnetic pulse,” Wikipedia, http://en.wikipedia.org/wiki/Electromagnetic_pulse, viewed 04/20/07.

[168] Bob Seidensticker, FutureHype: The Myths of Technology Change, Berrett-Koehler Publishers, 2006, p. 52.
[169] “One Sick IT Project,” Information Week, June 5, 2006, p. 18.
[170] Bob Seidensticker, FutureHype: The Myths of Technology Change, Berrett-Koehler Publishers, 2006, p. 52.
[171] Bob Seidensticker, FutureHype: The Myths of Technology Change, Berrett-Koehler Publishers, 2006, p. 78.
[172] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, pp. 79-80.
[173] Information in this paragraph is from “Panopticon,” Wikipedia, http://en.wikipedia.org/wiki/Panopticon, viewed 04/20/07.

[174] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, p. 208.
[175] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, pp. 208-209.
[176] Lawrence Lessig, Code – Version 2.0, Basic Books, 2006, p. 218.
[177] That is, an unforgivable sin (Matt. 12:32; Mark 3:28-29).
[178] Aldous Huxley, 1946 foreword to Brave New World, in Brave New World & Brave New World Revisited, Harper Perennial, 1965 ed., p. xviii.
[179] John Lukacs, The Hitler of History, Vintage Books, 1998, p. 78.
[180] John Lukacs, The Hitler of History, Vintage Books, 1998, p. 266, footnote.
